Insider-Safe Computer System Architecture
A Preventive Security Model for Protecting Against External Attackers, Insider Threats, Ransomware, and Data Theft
Executive Summary
Current cybersecurity systems largely rely on detection technologies such as antivirus software, intrusion detection systems, and security monitoring tools. These technologies attempt to identify malicious activity after an attack begins.
The Insider-Safe Computer System Architecture takes a different approach. Rather than focusing primarily on detection, it emphasizes prevention. The architecture is designed to prevent unauthorized access, unauthorized software execution, unauthorized data movement, and unauthorized administrative changes before damage occurs.
This architecture is intended to reduce risks from:
· External hackers
· Foreign adversaries
· Ransomware operators
· Malware and viruses
· Compromised administrator accounts
· Disgruntled employees
· Insider data theft
· Supply-chain attacks
· Zero-day malware

Core Security Principles
The architecture is based on five core principles:
1. Default-deny execution.
2. Immutable security controls.
3. Separation of administrative duties.
4. Device-based trust verification.
5. Prevention of unauthorized data movement.
The system assumes that:
· User credentials may be stolen.
· Administrator credentials may be stolen.
· Insiders may become malicious.
· New malware may emerge.
· Unknown software vulnerabilities may exist.
Therefore, security controls must remain effective even after a user or administrator account has been compromised.

1. Immutable Execution Whitelist
The architecture uses a kernel-level whitelist controlling:
· Executable programs
· Scripts
· Dynamic libraries
· System modules
Before any code is loaded, the operating system kernel consults the execution whitelist.
If the program is not approved:
· Execution is denied.
· No code is loaded.
· No antivirus scan is required.
Unlike traditional application whitelisting, management occurs at:
· File level
· Directory level
· Library level
This significantly reduces administration overhead.
Script Protection
Script execution is controlled identically.
Examples:
· PowerShell
· Python
· Bash
· JavaScript
· VBA Macros
Script interpreters must verify whitelist authorization before executing any script.
As a result:
· Unauthorized scripts never run.
· New ransomware scripts never start.
· Malicious automation is blocked.

2. Immutable Security Policy
The execution whitelist is read-only during normal operation.
Not even:
· Root
· Administrator
· System Administrator
· Domain Administrator
can modify the whitelist.
Changes require entering a special maintenance mode.
This prevents:
· Malware from adding itself to the whitelist.
· Stolen admin credentials from modifying trust policies.
· Insider administrators from bypassing security controls.

3. Protected Files and Directories
Critical files are designated as protected resources.
Examples:
· Financial records
· Customer databases
· Intellectual property
· Government information
· Source code repositories
· Security logs
Only specifically authorized programs may read or modify protected files.
Even if a user has filesystem access, unauthorized applications cannot access protected data.
This helps prevent:
· Ransomware encryption
· Data theft
· Unauthorized modification

4. Minimize Open Listening Ports
Every open listening port creates a possible attack surface.
Systems should regularly verify open listening ports.
No Open Ports is Best
If a server does not require inbound connectivity:
· No listening ports should exist.
· External attackers cannot directly connect.
Internal Services
If a service must listen for connections:
· Accept only approved internal IP addresses.
· Block all external sources.
Internet-Facing Services
If an Internet-facing service is required:
Avoid direct exposure of administrative services:
· SSH
· RDP
· Telnet
· VNC
When remote access is required:
· Use IP whitelisting.
· Use device verification.
· Use multi-factor authentication.
· Monitor all connections.
Reducing listening ports significantly lowers attack opportunities.

5. Device Verification
Passwords alone are insufficient.
A second authentication factor is based on trusted devices.
Time-Based Trust Model
The authentication server and client maintain synchronized clocks.
Using:
· Shared secret information
· Current timestamp
· Agreed verification method
Both systems independently generate the same authentication token.
Authentication succeeds only when:
· User credentials are valid.
· Device-generated token matches.
· Server-generated token matches.
Dynamic Verification Methods
The system maintains a method array.
Both client and server can:
· Agree upon a new verification algorithm.
· Migrate to a different method during future authentications.
This makes authentication more resistant to:
· Credential theft
· Replay attacks
· Device impersonation
A stolen username and password alone are not sufficient.

6. Inbound IP Whitelisting
Only approved IP addresses may connect to protected services.
Benefits include:
· Reduced attack surface
· Prevention of random Internet scanning
· Blocking of unauthorized access attempts before authentication
Connections from unapproved networks are denied immediately.

7. Outbound IP Whitelisting
Most security systems focus only on inbound protection.
This architecture also restricts outbound traffic.
Systems may communicate only with approved destinations.
Examples of blocked activities include:
· Uploading confidential data to unauthorized FTP servers.
· Uploading data to unauthorized cloud storage.
· Communicating with malware command-and-control servers.
· Exfiltrating sensitive information.
Even if an insider successfully obtains confidential files, outbound restrictions significantly limit unauthorized data transfer.

8. Separation of Administrative Duties
Traditional systems place excessive trust in system administrators.
The architecture separates responsibilities.
Examples include:
System Administrator
Responsible for:
· Hardware
· Operating systems
· Infrastructure
Cannot access protected business data.
Application Administrator
Responsible for:
· Specific applications
· Application configuration
Cannot modify system security policies.
Security Administrator
Responsible for:
· Security policies
· Auditing
· Access reviews
Cannot directly access protected information.
Backup Administrator
Responsible for:
· Backup operations
· Recovery procedures
Cannot access business applications.
By separating duties, no single individual possesses unlimited control.

9. Secure Backup Architecture
Backups represent a common insider threat vector.
The architecture introduces:
· Dedicated backup administration
· Dedicated backup systems
· Encrypted backup storage
Backup programs are classified as high-risk applications.
Only designated backup systems may:
· Create backups
· Restore backups
Backup encryption keys remain isolated from ordinary administrators.
This prevents:
· Backup theft
· Unauthorized restores
· Backup tampering

10. Sandbox Validation
All software must be evaluated in a controlled environment before deployment.
Testing includes:
· Functional testing
· Security testing
· Compatibility testing
· Stability testing
After validation:
· Software may be approved.
· Required directories may be whitelisted.
· Production deployment may proceed.
This process reduces operational risk before software enters production.

Benefits Against Ransomware
Traditional ransomware requires:
1. Execution.
2. Access to files.
3. Access to backup systems.
4. Ability to modify security settings.
The Insider-Safe Architecture restricts all four.
Unauthorized ransomware:
· Cannot run.
· Cannot add itself to the whitelist.
· Cannot modify security controls.
· Cannot communicate with unauthorized systems.
· Cannot easily access protected data.
· Cannot easily destroy protected backups.
This provides strong protection against both known and previously unseen ransomware.

Benefits Against Insider Threats
The architecture also addresses risks often overlooked in modern cybersecurity.
Examples include:
· Malicious employees
· Compromised administrators
· Outsourced IT personnel
· Foreign-agent recruitment
· Credential theft
Key protections include:
· Immutable security controls
· Separation of duties
· Protected files
· Device verification
· Inbound IP restrictions
· Outbound IP restrictions
· Backup isolation
No single administrator can bypass every layer of protection.

Conclusion
The Insider-Safe Computer System Architecture shifts cybersecurity from a detection-based model to a prevention-based model.
Instead of asking:
"How do we detect malware after it starts running?"
the architecture asks:
"How do we prevent unauthorized software, unauthorized access, and unauthorized data movement from occurring at all?"
Through immutable execution controls, protected resources, device verification, inbound and outbound IP restrictions, administrative separation, secure backups, and controlled maintenance procedures, the architecture aims to significantly reduce the risks posed by ransomware, external attackers, insider threats, and data theft.
Its central principle is simple:
Unauthorized code should never execute, unauthorized users should never gain access, and unauthorized data should never leave the system.

