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Abstract

We present the Dual-Clock Time-Derived Cryptographic System (DC-TDCS), a novel
authenticated encryption framework in which all session key material is derived from

a consensus value computed across two independent, heterogeneous time sources: a



device-resident hardware real-time clock (Clock A) and a server-authoritative network
timestamp (Clock B). Unlike time-based one-time password schemes, which use
temporal state solely for user authentication codes, DC-TDCS extends time-binding to
the full cryptographic key schedule. Session keys are computed via HKDF (RFC 5869)
over the consensus time value, a shared long-term seed, an epoch counter, and a
method-type index drawn from a pre-negotiated method array — introducing a

second, independently secret dimension into every key derivation event.

The system provides three headline security properties. First, forward secrecy:
session keys are erased at each epoch boundary, and past keys are irrecoverable
from current state. Second, stolen-device resistance: without access to the server's
clock authority, a physically stolen device cannot generate valid consensus time
values or pass server-side epoch verification. Third, clock-manipulation resistance:
forging or rolling back either clock alone is detectable via the disagreement between
the two independent sources, which suspends the session and triggers re-

synchronization.

We describe the full protocol design, dual-clock consensus function, method-array
construction, stolen-device behavior, and a security analysis covering
indistinguishability under chosen-ciphertext attack (IND-CCA2), forward secrecy, and
resistance to clock-manipulation adversaries. We compare DC-TDCS to static PKI,
TOTP/HOTP, TLS session tickets, and the Signal Protocol double ratchet, and outline a

path toward formal verification using ProVerif.
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1. Executive Summary

This whitepaper introduces the Dual-Clock Time-Derived Cryptographic System (DC-
TDCS), a novel cryptographic protocol in which full session key material is derived
from a consensus time value computed from two independent, heterogeneously-
trusted clock sources. The core innovation departs fundamentally from both static
certificate-based cryptography and existing time-based authentication schemes such
as TOTP: rather than using time merely to generate a short numeric code for
authentication, DC-TDCS uses a cryptographically bound, consensus-derived
timestamp as the primary input entropy source for a full per-session symmetric key
derivation pipeline. This architectural decision — anchoring key material directly to
verifiable, ephemeral time state — yields security properties that are structurally

unachievable by long-lived credential systems.

The three headline security properties delivered by DC-TDCS are as follows. First,
forward secrecy is achieved because each session key is derived from time-indexed
inputs that are never stored and cannot be reconstructed once the epoch has passed;
compromise of any current session state yields no information about prior session
keys. Second, stolen-device resistance is realized through a combination of
volatile key erasure, method-array state sequestration in a trusted execution
environment, and server-side grace-window enforcement; a device stolen at time
Tstear Cannot be used to decrypt sessions originating before Ts.ea and cannot establish
new authenticated sessions beyond a configurable grace window without active
server cooperation. Third, clock-manipulation resistance is enforced by the dual-
clock consensus mechanism: an adversary controlling only one of the two clock
sources — either the device-local real-time clock (RTC) or the server-supplied network
timestamp — cannot produce a valid consensus time value, and any attempt to forge
or replay a prior timestamp is detected and rejected by a monotonic epoch counter

bound into the key derivation function.

The target deployment scenarios for DC-TDCS span three primary domains. In
enterprise authentication, the protocol replaces or augments static TLS client
certificates with per-epoch, time-anchored session keys that automatically expire

without requiring certificate revocation infrastructure. In loT device identity,



constrained embedded devices benefit from the lightweight nature of time-consensus
computation compared to full public-key infrastructure (PKI) renewal cycles, while the
dual-clock mechanism compensates for the well-documented susceptibility of loT
real-time clocks to physical and network-layer manipulation. In high-security
remote access environments, DC-TDCS provides a cryptographically enforced
guarantee that even an insider adversary who obtains cached key material or logs
cannot recover past session ciphertexts or forge future sessions without current, real-

time clock consensus from both trusted sources.

DC-TDCS is designed to be composable with existing infrastructure. It uses only well-
established, standardized cryptographic primitives — X25519 for initial key
agreement, HKDF (RFC 5869) for key derivation, AES-256-GCM for authenticated
encryption, and Argon2id for optional computational hardening — and is intended to
integrate with hardware security modules (HSMs), TPM 2.0, and ARM TrustZone
environments. This document provides a complete protocol specification, a formal
threat model, a detailed security analysis, and implementation guidance suitable for
evaluation by cryptographers, security engineers, and enterprise architects

considering adoption of or contribution to the DC-TDCS specification.

2. Introduction & Motivation

2.1 Limitations of Static Cryptographic Keys

The dominant paradigm in contemporary authenticated communication is the use of
long-lived cryptographic key material — X.509 certificates, pre-shared keys (PSKs),
and public/private key pairs — as the foundational identity and encryption anchors.
While this approach has proven operationally practical and is supported by a robust
ecosystem of standards, hardware, and software, it carries inherent structural
vulnerabilities that are increasingly exposed by the threat landscape of modern

adversaries.

The most critical limitation of static key systems is the unbounded temporal validity of

compromised credentials. When a private key is exfiltrated — whether through



memory scraping, supply-chain compromise, insider theft, or hardware vulnerability
exploitation — the attacker retains the ability to impersonate the key holder or
decrypt recorded traffic for the entire validity period of the associated certificate,
which commonly spans one to three years in enterprise deployments. Certificate
revocation mechanisms such as OCSP and CRLs partially mitigate this risk, but
revocation is neither instantaneous nor universally enforced, and the operational
complexity of revocation at scale is a well-documented source of security failure. The
2011 DigiNotar compromise, the 2014 Heartbleed vulnerability, and numerous
supply-chain attacks have each demonstrated the catastrophic consequences of long-

lived key material falling into adversarial hands [1].

A secondary limitation is the static nature of stored key material on end devices. In
enterprise and loT deployments, private keys and PSKs are typically stored in
persistent, encrypted key stores. While storage encryption provides a degree of
protection at rest, it does not address the threat of a powered-on or recently active
device being seized, cloned, or subjected to cold-boot attack. The key store, once
accessible, yields credentials that are valid independently of any time-based state —
a property that is architecturally incompatible with the goal of automatic, time-

bounded access expiry.

2.2 The TOTP/HOTP Precedent

The insight that time can serve as a meaningful security dimension in authentication
is not new. RFC 4226 (HMAC-Based One-Time Password, HOTP) [13] and RFC 6238
(Time-Based One-Time Password, TOTP) [14] demonstrated that a shared secret
combined with a time counter can generate short-lived, verifiable codes that resist
replay attacks. TOTP in particular has achieved widespread deployment as a second-
factor authentication mechanism, with implementations embedded in authenticator

applications, hardware tokens (e.g., YubiKey), and enterprise SSO platforms.

The TOTP model proves a foundational principle: time, when synchronized between
two parties and bound to a shared secret, constitutes a non-reproducible, ephemeral
value that can anchor authentication decisions. A TOTP code valid at time T is
cryptographically distinct from any code valid at time T £ A, and an attacker who

captures a valid code cannot reuse it after the epoch expires. This property —



temporal non-reusability — is precisely the property that DC-TDCS extends from the

authentication layer to the full session key derivation layer.

2.3 The Gap in the Literature

Despite the demonstrated utility of time in authentication, a significant gap exists in
the literature and standards landscape: no published scheme derives complete
cryptographic session key material — not merely a short authenticator code — from
synchronized time state. TOTP and HOTP produce six-to-eight-digit codes adequate
for authentication challenges but wholly inadequate as symmetric encryption key
material. TLS session tickets and the Signal Protocol's double ratchet [9] provide
forward secrecy through ratcheting mechanisms, but neither binds key material
directly to verifiable wall-clock time. NIST SP 800-108 [15] provides comprehensive
guidance on key derivation function (KDF) usage but does not specify time as a

primary keying material input.

The consequence of this gap is that existing forward-secret protocols achieve their
security through state-ratcheting mechanisms — advancing a chain of key material
with each message or session — rather than through time-anchored derivation. State-
ratchet forward secrecy depends on the secure erasure of prior ratchet state and does
not inherently resist an adversary who can freeze or clone device state ata momentin
time. By contrast, time-derived forward secrecy creates a security boundary enforced
by physics: past time values are genuinely unrecoverable, and an adversary who

captures current state cannot travel backward in time to rederive past keys.

2.4 The Dual-Clock Hypothesis

The central hypothesis of DC-TDCS is that the security of a time-derived cryptographic
system can be substantially strengthened — and its single points of failure eliminated
— by grounding the time value in the consensus of two independent clock sources
with different trust anchors and different attack surfaces. A single clock is a single
point of failure: a compromised NTP server can inject false timestamps into a device
relying solely on network time, while a physically manipulated RTC can deceive a

system relying solely on local hardware time.



The dual-clock model addresses both attack vectors simultaneously. Clock A is the
device-local real-time clock (RTC), which provides continuity and independence from
network state but is susceptible to physical manipulation by an adversary with device
access. Clock B is a server-provided authoritative timestamp delivered over an
already-authenticated secure channel, which provides accuracy and network-level
verification but is susceptible to relay attacks if the bootstrap channel is not yet
established. By computing a consensus time value Tc from both sources — and
rejecting the session if the two sources disagree beyond a configurable skew
tolerance 6 — DC-TDCS ensures that an adversary must simultaneously control both
clock sources to inject a forged time value, a condition that is treated as equivalent to
full device compromise and is therefore outside the protocol's claimed security

boundary.

2.5 Document Scope and Organization

This document provides a complete specification of the DC-TDCS protocol, a formal
threat model, a detailed security analysis, and implementation guidance. Section 3
establishes the threat model, defining adversary classes, protected assets, and
security goals. Section 4 specifies the full protocol design including the session
lifecycle, epoch structure, and cryptographic primitives. Section 5 details the dual-
clock consensus mechanism. Section 6 describes the method-array key schedule.
Section 7 analyzes the protocol's behavior under stolen-device conditions. Section 8
presents the security analysis. Section 9 provides implementation guidance. Section

10 concludes with a synthesis of the contribution and directions for future work.

Notation Convention

Throughout this document, the following notation is used: S
(0]

denotes the bootstrap shared secret; T

A




and T

B

denote Clock A and Clock B values respectively; T
C

denotes the consensus time; K

[

denotes the session key for epoch i; M

[

denotes the method-array entry for epoch i;
0

denotes the clock skew tolerance; and
HKDF(IKM, salt, info)

denotes the HKDF key derivation function as defined in RFC 5869.

3. Threat Model

3.1 Adversary Classes

The DC-TDCS threat model identifies five distinct adversary classes, each with a
specific capability profile and attack objective. These classes are not mutually
exclusive; a sophisticated adversary may combine capabilities from multiple classes.
The protocol is designed to resist all five classes operating independently, and to

detect (though not necessarily prevent) collusion between certain classes.



Adversary

Eve

Mallory

Thaddeus

Kronos

Isaac

Designation

Passive
Eavesdropper

Active Man-in-the-
Middle

Device Thief

Compromised
Clock Adversary

Insider / Privileged
Attacker

Capability

Captures all
Ciphertext,
timestamps, and
metadata in
transit; cannot
modify packets;
cannot access
device memory

Full network

interposition; can
intercept, modify,
replay, and inject
packets; controls
the network

channel between
client and server

Physical
possession of the
device at time
Tstea; full access to
device storage,
0S, and any
software-
accessible
memory; no
access to the
server-side
verification
infrastructure

Control of exactly
one clock source:
either Clock A
(device RTC, e.qg.,
via physical
hardware
manipulation) or
Clock B (network
time, e.qg., via NTP
poisoning or BGP
hijacking); cannot
simultaneously
control both

Read access to
stored key
material, audit
logs, configuration

Primary
Objective

Recover session
plaintext from
captured
ciphertext and
observed
timestamps

Replay captured
sessions, inject
forged messages,
or manipulate
timestamps in
transit to derive
valid session keys

Decrypt past
sessions recorded
before Tetea;
establish new
authenticated
sessions
impersonating the
legitimate user
after Tetear

Inject a forged
time value to
derive a valid
session key for a
time epoch the
adversary does
not legitimately
occupy, enabling
either replay or
pre-computation
attacks

Exfiltrate stored
key derivation
seeds, session
logs, or method-



Adversary Designation Capability Primary

Objective
databases, and array state to
application reconstruct
memory on the current or past
client side; may session keys
have legitimate offline
but limited server-
side access;
cannot modify
server-side

revocation state
or master seed
table

3.1.1 Eve — Passive Network Eavesdropper

Eve occupies a passive interception position on the network path between the client
device and the verifier server. Eve's capabilities include the capture of all transmitted
ciphertext, session metadata (source/destination addresses, packet timing, sequence
numbers), and any unencrypted framing information. Eve observes timestamps Ta
transmitted by the client and can correlate these with independently measured
network timestamps. Eve cannot modify packets, cannot access device memory, and
cannot interact with either the client or the server directly. Eve's attack is the classical
ciphertext-only attack: given a corpus of captured ciphertexts and associated

metadata, Eve attempts to recover session plaintext or derive session keys.

3.1.2 Mallory — Active Man-in-the-Middle

Mallory occupies an active interposition position with full control of the network
channel. Mallory can intercept messages from either party, suppress them, modify
their contents, replay previously observed messages, and inject entirely fabricated
messages. Mallory's primary attacks against DC-TDCS are timestamp replay —
capturing a client timestamp Ta from a prior session and replaying it to attempt to
induce the server to accept a stale consensus time — and timestamp manipulation,
injecting a modified Ta value to shift Tc toward a target epoch. Mallory does not have

access to the shared bootstrap secret So or to the method array M.



3.1.3 Thaddeus — Device Thief

Thaddeus acquires physical possession of the client device at a discrete time Tstear.
From that moment, Thaddeus has unrestricted access to all data on the device —
including persistent storage, operating system memory, and any application-
accessible cryptographic material — but has no access to the server-side
infrastructure, cannot masquerade as the server, and cannot prevent the legitimate
user from issuing server-side revocation commands. Thaddeus's attack surface is
limited by the time at which the device is seized: any key material that was held
exclusively in volatile memory and has been erased prior to Tsea iS inaccessible. The
protocol's design must therefore minimize the window during which useful key

material persists in accessible memory.

3.1.4 Kronos — Compromised Clock Adversary

Kronos represents the scenario in which a targeted adversary has successfully
compromised one of the two clock sources. This may occur via a sophisticated NTP
pool poisoning attack (affecting Clock B), a BGP route hijack to redirect NTP traffic to a
controlled server, physical access to the device's RTC hardware (affecting Clock A via
battery extraction and replacement, or direct CMOS manipulation), or a firmware-
level vulnerability in the clock subsystem. Kronos is explicitly defined as controlling
exactly one clock source. Simultaneous control of both clocks is treated as full device

compromise and is outside the protocol's security boundary.

3.1.5 Isaac — Insider / Privileged Attacker

Isaac represents the insider threat: a privileged user (e.g., a system administrator,
developer, or security operator) with legitimate read access to client-side systems.
Isaac may be able to read application log files, inspect process memory via debug
APIs, access key store databases (if their OS credentials are sufficient), and review
audit records. lsaac's access to server-side state is constrained to the minimum
necessary for their legitimate role and explicitly excludes the ability to modify
revocation state or access the master seed table. The protocol must ensure that even
complete read access to all client-side persistent storage does not yield usable

session keys for past epochs.



3.2 Assets Under Protection

The DC-TDCS protocol identifies four primary asset classes that require protection:

1. Session Plaintext: The plaintext content of all sessions encrypted under the
DC-TDCS protocol. This is the ultimate asset whose confidentiality the
protocol must preserve. Integrity of session plaintext is protected by AES-
256-GCM's authenticated encryption; confidentiality is protected by the key

derivation and erasure mechanismes.

2. Long-Term ldentity Keys: The X25519 private keys used by both the client
and server during the bootstrap handshake. Compromise of both parties'
long-lived identity keys does not retrospectively compromise session keys
due to the forward-secret design of the key derivation pipeline, but does
allow an adversary to impersonate either party in future bootstrap

exchanges.

3. Key Derivation Seeds: The bootstrap shared secret So derived from the
X25519 handshake, and any intermediate key material derived from So
during epoch progression. These seeds are the primary target for adversaries
attempting to rederive past or future session keys without possessing the

actual time consensus value Te.

4. Clock Synchronization State: The current epoch counter i, the most recent
consensus time value T¢, and the clock trust scores assigned to each source
(if the optional trust-scoring extension is enabled). This state, if exposed and
combined with knowledge of So and M;, would allow an adversary to
reconstruct the current session key. The monotonic epoch counter i is the

critical anti-replay anchor and must be protected from rollback.
3.3 Security Goals
DC-TDCS is designed to achieve the following formal security goals:

5. Confidentiality: An adversary in any of the defined adversary classes shall

not be able to recover session plaintext from observed ciphertext with



probability non-negligibly greater than random guessing, under the
assumption that AES-256-GCM is a secure authenticated encryption scheme

and that HKDF is a pseudorandom function.

6. Integrity and Authenticity: An adversary shall not be able to forge,
modify, or replay session messages such that they are accepted as valid by
the receiving party. AES-256-GCM's authentication tag provides per-message
integrity; the epoch counter and consensus timestamp provide session-level

replay resistance.

7. Forward Secrecy: Compromise of session key K; shall not yield any
information about session keys K; for all j < i. This goal requires that the HKDF
derivation function is computationally irreversible — i.e., that given K;, no
adversary can compute Ki_; — and that key erasure is performed correctly at

each epoch boundary.

8. Stolen-Device Resistance: An adversary who physically acquires the
device at time T«.a Shall not be able to (a) decrypt session data from epochs
prior to Tsea, provided that epoch keys were erased at their respective
boundaries, or (b) establish new authenticated sessions with the server after
the grace window W has expired, without server-side cooperation from the

legitimate user.

9. Clock-Manipulation Resistance: An adversary who controls exactly one
clock source shall not be able to produce a consensus time value Tc that
differs from the legitimate wall-clock time by more than the skew tolerance 6

without the session being suspended and an anomaly logged.

3.4 Out-of-Scope Threats

The following threats are explicitly outside the security boundary of DC-TDCS Version

1.0 and are noted as directions for future work:

e Physical side-channel attacks on clock hardware: Timing, power
analysis, or electromagnetic emanation attacks targeting the RTC hardware

chip or its oscillator circuitry are not addressed. Mitigation requires hardware-



level countermeasures beyond the protocol's scope. TPM 2.0 integration (see
Section 9) provides partial mitigation by shielding clock state within a

tamper-resistant boundary.

e Simultaneous compromise of both clock sources: An adversary who
controls both Clock A and Clock B is treated as having achieved full device
compromise. This condition is equivalent to the adversary knowing both So
and M, and is considered a total break. The protocol makes no security claims

in this scenario.

e Denial-of-service attacks: The protocol does not address an adversary
whose goal is to prevent legitimate sessions from being established. Clock
disagreement causes session suspension (which an adversary could
deliberately trigger), but this is treated as an availability concern rather than

a confidentiality or integrity concern.

e Quantum adversaries: DC-TDCS Version 1.0 uses X25519 for the bootstrap
key exchange, which is not believed to be quantum-resistant. Post-quantum
key encapsulation mechanisms (KEM) as candidates for replacement are

discussed in Section 8.7.

4. Protocol Design

4.1 System Architecture Overview

The DC-TDCS protocol defines three logical components, each with distinct
responsibilities and trust properties. These components interact through well-defined

interfaces during both the bootstrap phase and ongoing session operation.

4.1.1 The Client Device
The client device is the endpoint seeking to establish an authenticated, encrypted
session. It maintains the following persistent and volatile state: (a) Clock A, the

hardware real-time clock; (b) the method-array state, including the current array M



and the epoch index i, ideally stored in a TPM or secure enclave; (c) the long-term
X25519 identity key pair; and (d) the current session key K;, held exclusively in
volatile memory and erased at each epoch boundary. The client is responsible for
initiating the time consensus computation at each session start, executing the key

derivation schedule, and enforcing key erasure.

4.1.2 The Verifier / Server

The verifier is a trusted server infrastructure component that maintains authoritative
time (Clock B), the mirrored method-array state for each registered client, the
bootstrap seed database (protected by HSM), and the revocation counter R for each
client. The verifier is responsible for validating consensus time claims, executing the
parallel key derivation to verify session authentication tags, maintaining the
revocation and anomaly log, and issuing revocation commands on request from the

legitimate user.

4.1.3 The Secure Channel Bootstrap

The bootstrap component is the initial handshake mechanism responsible for
establishing the shared secret So, synchronizing the initial method-array configuration
between client and server, and recording the initial clock readings from both sources.
The bootstrap uses X25519 Diffie-Hellman key exchange authenticated by long-term
identity keys and must be completed over a channel with transport-level integrity
protection (e.g., TLS 1.3) to prevent Mallory from interposing during the initial
handshake.

4.2 Cryptographic Primitives Used

DC-TDCS uses exclusively standardized, well-analyzed cryptographic primitives. The

selection rationale for each primitive is given below.

Primitive Standard / Role in DC-TDCS Justification
Reference
X25519 / Bernstein (2006) Bootstrap Diffie- Constant-time
Curve25519 [11] Hellman key implementation;
exchange to no cofactor issues;
establish So 128-bit classical

security; widely



Primitive

HKDF-SHA-256

AES-256-GCM

HMAC-SHA-256

Argon2id

Standard /
Reference

RFC 5869 [12]

NIST SP 800-38D
[16]

RFC 2104; FIPS
198-1

Biryukov et al.
(2016) [10]

Role in DC-TDCS

All session key
derivation;
method-array
seed expansion

Symmetric
authenticated
encryption of all
session data

Clock-consensus
MAC binding;
audit log
authentication

Optional Method
Type D:
computational
hardening of time
material for high-
value sessions

Justification

deployed and
reviewed

Provably secure
PRF under HMAC-
SHA-256; cleanly
separates
extraction and
expansion phases;
recommended by
NIST SP 800-108

IND-CCA2 secure
AEAD; hardware
acceleration
ubiquitous on
modern CPUs;
256-bit key
provides 128-bit
security margin
post-Grover

Proven PRF under
standard model
assumptions;
efficient; collision
resistance not
required (only PRF
security)

Password Hashing
Competition
winner; hybrid of
Argon2i (side-
channel
resistance) and
Argon2d (GPU
resistance);
configurable
memory and time
cost

Note on Nonce Generation

AES-256-GCM nonces (96 bits) are derived deterministically as HKDF-Expand(K




[
, "'nonce" I seq_counter, 12), where seq_counter is a per-session monotonic
sequence number. This approach avoids nonce reuse (the principal failure mode of

GCM) without requiring a random nonce source, which may be unreliable on

constrained loT hardware.

4.3 Session Lifecycle

The DC-TDCS session lifecycle proceeds through five well-defined steps, executed at
each new epoch or session establishment event. Each step is described below with its

cryptographic inputs, outputs, and error conditions.

K

i

= HKDF(IKM =S

0

T

C,bound

, salt = encode(i), info = "DC-TDCS-session" I| M

i mod n

)

4.4 Epoch Definition

An epoch in DC-TDCS is defined as a contiguous, non-overlapping time window of

configurable duration T (default: 30 seconds). All sessions that begin during a given



epoch share the same epoch index i and the same consensus base time T¢, but each
session uses a distinct GCM nonce derived from its per-session sequence counter,

ensuring ciphertext unlinkability within an epoch.

Epoch boundary handling requires careful design to prevent session disruption when
Tc transitions from one epoch to the next. DC-TDCS implements an overlap window of
duration w = & (default: 5 seconds) centered on each epoch boundary. During this
overlap window, the server accepts session authentication tags computed under
either K; or Ki;1, allowing a client whose clock reading places it fractionally into the
next epoch to communicate without interruption. The server logs the use of the
overlap window and transitions exclusively to Ki;; once the overlap window closes.
Sessions that begin during the overlap window are assigned the higher epoch index

i+1 to ensure monotonicity.

The configurable epoch duration T may be adjusted by deployment policy. Shorter
epochs (e.g., 15 seconds) increase forward secrecy granularity at the cost of more
frequent key derivation operations; longer epochs (e.g., 5 minutes) reduce
computational overhead and are appropriate for low-frequency, high-value sessions

using Method Type D (Argon2id) derivation.

4.5 Re-Synchronization Protocol

When the clock skew between T, and Tz exceeds the configured tolerance 6, the

following re-synchronization procedure is initiated:

10.The current session is immediately suspended. No further data is encrypted

under K. K; is erased from volatile memory.

11.The server records a clock-skew anomaly event in the tamper-evident audit
log, including: the epoch index i, the observed Ta value, the server's Tg value
at the time of receipt, the magnitude of the skew |Ta — Tg|, and the client's

network address.

12.The server issues a re-sync challenge to the client over the bootstrap TLS

channel (which is maintained independently of the session channel). The



challenge includes the server's current authoritative timestamp Tgnow and a

nonce Nresync.

13.The client records the server's Tgnow Value and reads its own current Tanow. I |
Tanow — Tenow| = O, the client responds with HMAC-SHA-256(So, Tanow || Nresync ||
i). The server verifies the response and resumes the session in the next

epoch.

14.1f the skew remains above & after three re-sync attempts, the session is
terminated and the client device is flagged for manual investigation. The

server logs a persistent anomaly record for security review.

Security Note

Repeated clock-skew events from a specific client should be treated as a potential
indicator of a Kronos-class attack. Deployment policies should configure automatic
escalation — such as requiring manual re-authentication — if skew anomalies
exceed a threshold frequency (e.g., more than three events within any 24-hour

period for a given device identity).

5. Dual-Clock Mechanism

5.1 Rationale for Two Clocks

The foundational weakness of any single-clock time-derived cryptographic system is
that its entire security rests on the integrity of one time source. This creates a single
point of failure that is particularly problematic given the diversity of attack vectors
available against modern clock infrastructure. Network time synchronization via NTP
has been demonstrated to be vulnerable to off-path injection attacks, BGP-level
redirection, and Stratum-1 server compromise, enabling an adversary to shift a

device's perceived time by arbitrary amounts without triggering any application-level



alarm. Hardware real-time clocks, while not network-dependent, are susceptible to
physical manipulation by an adversary with device access — battery extraction,
CMOS reset, or direct oscillator interference can shift a local clock's reading without

leaving any detectable software-level trace.

A dual-clock architecture does not merely double the number of clocks that must be
compromised; it qualitatively changes the attack requirement. Clock A and Clock B
have orthogonal trust anchors — one hardware-physical, one network-authoritative —
and orthogonal attack surfaces. An adversary capable of NTP poisoning typically does
not have physical device access, and an adversary with physical device access
typically cannot simultaneously conduct BGP-level network attacks without
organizational resources commensurate with a nation-state actor. By requiring
consensus between these two sources, DC-TDCS elevates the required adversary
capability from "compromise one clock source" to "simultaneously compromise two
independently administered, physically and logically separated systems" — a
qualitatively harder task that lies well outside the capability profile of the most

common adversary classes.

5.2 Clock Sources

5.2.1 Clock A — Device-Local Real-Time Clock

Clock A is the hardware real-time clock embedded in the client device. In
contemporary hardware, the RTC is typically a dedicated IC (e.g., Maxim DS3231, NXP
PCF8523, or equivalent) or a function integrated into the platform management
controller. Clock A's trust properties are: (a) it is independent of network state and
therefore immune to NTP-layer attacks; (b) it provides monotonic time progression
between power cycles due to its dedicated battery backup; and (c) its accuracy drifts
at a rate of approximately £20 ppm, or roughly £1.7 seconds per day, for typical
TCXO-based designs. Clock A's vulnerabilities are: (a) it is accessible to a physically
present adversary; and (b) on embedded or IoT devices without battery-backed RTCs,

it loses its state on power loss, creating a re-initialization vulnerability.



5.2.2 Clock B — Network Authority Timestamp

Clock B is a timestamp issued by the verifier server at the moment it processes an
incoming session establishment request. The server derives its authoritative time
from a Stratum 0 or Stratum 1 NTP source — ideally a GPS-disciplined oscillator or a
national time laboratory reference — and timestamps each incoming request with
sub-millisecond precision relative to UTC. Clock B's trust properties are: (a) its
accuracy is extremely high, typically within a few milliseconds of UTC; (b) it is immune
to local physical manipulation; and (c) it is delivered over the authenticated session
channel, preventing a passive network adversary from forging or substituting the
server-provided timestamp without being detected by the channel's integrity
mechanisms. Clock B's vulnerabilities are: (a) it is vulnerable to network-level relay
attacks if the channel authentication has not yet been established (bootstrap phase);
and (b) server clock compromise — while difficult — would affect all clients relying on

that server.

5.3 Consensus Function

The consensus function takes T, and Tg as inputs and produces a single consensus
time value T¢ that is subsequently bound into the key derivation process. The function

is defined as follows:

Let

)

= configured skew tolerance (default: 5 seconds)
Letw

A

, W

B

= clock weights (default: w




= 0.5; adjustable by trust score policy)
If|T

A

IN

+wW




-
B

(weighted average, w
A

+ W

B

=1)

If|T

Session suspended; anomaly logged; re-sync initiated

Once Tc is computed, it is bound to the current session's key material using an HMAC
binding step to prevent an adversary from replaying a legitimate historical Tc value in

a different epoch context:
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The binding step serves two security functions. First, it cryptographically ties the
consensus time value to the specific epoch index i, ensuring that a replayed T¢ from
epoch j cannot be used in epoch i (because HMAC-SHA-256(So, Tc || i) # HMAC-SHA-
256(So, Tc || j) with overwhelming probability). Second, it incorporates the shared
secret So into the bound timestamp, ensuring that even an adversary who observes

both Ta and Ts in transit cannot compute Tcpouna Without knowledge of So.

Encoding of timestamps wuses a canonical fixed-width big-endian binary
representation: a 64-bit unsigned integer representing the number of milliseconds
since the Unix epoch (January 1, 1970, 00:00:00.000 UTC). This encoding is
unambiguous, timezone-independent, and avoids string formatting edge cases that

could lead to subtle canonicalization vulnerabilities.

5.4 Anti-Replay and Monotonicity Enforcement

The most critical invariant of the DC-TDCS protocol is the strict monotonicity of the
epoch counter i. Even in the event of clock rollback — whether deliberate (Kronos
attack) or accidental (RTC failure and re-initialization) — the epoch counter must

never decrease. This invariant is enforced as follows:

e Counter Storage: The epoch counter i is stored in the TPM's monotonic
counter capability (TPM2_NV_COUNTER attribute type), which the TPM

guarantees will never decrease and is not accessible to the host operating



system for write without TPM authorization. On platforms without TPM, a
hardware secure enclave (ARM TrustZone Trusted Application) provides

equivalent protection.

Pre-Epoch-Use Validation: Before executing the key schedule for epoch i,
the client reads i from the TPM counter and verifies that it is strictly greater
than the counter value recorded at the previous epoch boundary. Any
discrepancy is treated as a protocol fault and triggers a full re-

synchronization.

Server-Side Mirror: The server maintains a mirror of each client's epoch
counter. Any session establishment request referencing an epoch index i that
is less than or equal to the server's last-seen epoch for that client is
immediately rejected as a potential replay attempt and logged as a security

event.

Rollback Detection: If T, indicates a time value significantly earlier than the
time corresponding to the current epoch index i (i.e., Ta < epoch_start(i) — d),
this is detected as a clock rollback event even if T is within tolerance. The
session is suspended and the anomaly is logged with full context for forensic

analysis.

5.5 Clock Trust Scoring (Optional Extension)

For deployments requiring fine-grained adaptive trust management, DC-TDCS defines

an optional clock trust scoring module. Each clock source is assigned a confidence

score C, and Cg in the range [0.0, 1.0], initialized to 0.5 at bootstrap. The scores are

updated at each epoch using an exponential moving average of the historical

observed drift for each source:
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= smoothing factor (default: 0.9)

The consensus weights wa and wg are then set proportionally to the confidence scores:
wa = Ca / (Ca + Cg). A clock whose historical drift is consistently within expected
bounds receives a high confidence score and therefore contributes more heavily to
the consensus. A clock exhibiting anomalous drift patterns is progressively down-
weighted, ensuring that the consensus tracks the more reliable source. If either score
drops below a minimum threshold (default: 0.2), the session is suspended pending
manual investigation, providing an early detection signal for Kronos-class attacks

before they produce a detectable skew event.

6. Method-Array Key Schedule

6.1 Concept

The method-array key schedule is the second major innovation of DC-TDCS,
complementing the dual-clock consensus mechanism. The core insight is that while
Tc provides time-indexed entropy — ensuring that keys derived at different times are

distinct — it does not in itself prevent an adversary who somehow obtains Tc¢ (e.g., by



observing transmitted timestamps) from narrowing the key search space. To address
this, DC-TDCS introduces a second, independent dimension of key derivation

variation: the method array.

The method array M = [My,, My, My, ..., M,1] is a pre-negotiated, ordered sequence of
key derivation sub-method identifiers agreed upon during the bootstrap phase. At
each epoch i, the derivation sub-method Mimean is selected to govern the specific HKDF
operations applied. This means that complete knowledge of Tc is insufficient to derive
Ki: an adversary must additionally know which sub-method is active for the current
epoch, and this information is derived entirely from So — a value that is never
transmitted and is held only in protected memory. The method array thus adds a
second security factor that is orthogonal to the temporal factor, significantly

expanding the attacker's task.

6.2 Method Types

DC-TDCS Version 1.0 defines four method types, each with distinct computational

characteristics and security properties suited to different deployment contexts:
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A HKDF-Expand  "DC-TDCS- Standard High-
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| encode(i),
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B HKDF + "DC-TDCS- HKDF-Extract  Multi-tenant
Domain type-B" phase uses an environments;
Separation additional scenarios
domain label where device
D = SHA- identity must

256(device_id
entity || So) as
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HKDF(IKM =
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salt = D, info

be bound into
key material
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Each method type produces a 256-bit (32-byte) session key K; regardless of the
underlying operation sequence. Method Type D's Argon2id parameters (t=3,
m=65536, p=4) represent a balanced default; deployment policies should tune these
parameters to the specific threat model and hardware capability using the guidance

in the Argon2 specification [10].



6.3 Array Construction

The method array is constructed at bootstrap time and is never transmitted over any
channel. Both client and server derive the array independently and identically from
the shared secret So, ensuring that any party with So can reproduce the full array

deterministically. The construction procedure is as follows:

15.A PRNG seed is derived from So: seed = HKDF-Expand(So, "DC-TDCS-method-

array-seed", 32).

16. A deterministic pseudo-random byte sequence is generated from seed using
ChaCha20 in stream mode with a zero nonce, producing N x 1 bytes of

pseudo-random output (N = configured array length, default: 256).

17.Each output byte b is mapped to a method type index: method_index = b
mod 4 (for four method types A-D). For deployments using a subset of

method types, the modulus is adjusted accordingly.

18.The resulting array M = [My, My, ..., My.] is stored in TPM-protected memory

on the client and in the HSM-protected seed database on the server.

19.Upon exhaustion of the array (i.e., when epoch index i reaches N), a new
array is derived from the current epoch key Ky..: new _seed = HKDF-
Expand(Ky.1, "DC-TDCS-method-array-renewal”, 32). Steps 2-4 are repeated

with this new seed. A re-keying event is logged on both client and server.

Implementation Note

Array construction uses ChaCha20 rather than a hash-based PRNG for two
reasons: (1) ChaCha20 is a well-analyzed stream cipher with no known structural
weaknesses; and (2) it is significantly faster than sequential HKDF-Expand calls for
generating long pseudo-random sequences, which matters on constrained loT

devices during the bootstrap phase.




6.4 Security Properties of the Array

The method-array key schedule contributes four distinct security properties to the

overall protocol:

Epoch Unlinkability: Because different epochs use different derivation
methods, even an adversary who observes that sessions at times T¢; and T¢;
were derived using the same time entropy cannot correlate the
corresponding ciphertexts — the different method operations produce keys
that are computationally independent of each other even when the
underlying time values are similar. This prevents traffic analysis based on key

scheduling patterns.

Array Secrecy: The method array is derived entirely from So and is never
transmitted. An adversary who does not know So cannot predict the method
sequence. Even an adversary who observes many (T¢, Ki) pairs cannot
recover the method array without knowledge of the underlying PRNG seed,

which reduces to the security of ChaCha20 keyed with So.

Rotation and Re-Keying: The method array renewal mechanism at epoch N
ties the next array's seed to the final key of the previous array, creating a
forward-linked chain. This means that an adversary who compromises the
initial So but not subsequent epoch keys cannot predict the method array
content after the first renewal — adding a defense-in-depth property that

compensates for potential long-term exposure of the initial seed.

Type-D Rate Limiting: The presence of Method Type D in the array
naturally creates epochs during which key derivation is computationally
expensive for both parties. This rate-limiting effect increases the cost of
offline brute-force attacks against Tc during Type-D epochs, providing
adaptive resistance against adversaries who attempt to pre-compute keys for

a range of plausible time values.



6.5 Method-Array vs. Traditional Key Schedules

The method-array key schedule represents a departure from prior art in key schedule

design. Traditional approaches can be categorized as follows:

e AES Key Schedule: A deterministic, non-ratcheting key schedule that
derives round keys from a single initial key. Provides no forward secrecy;
compromise of the initial key compromises all round keys. The key schedule
is entirely public knowledge (the AES algorithm is standardized), so there is

no secret in the schedule itself — only in the initial key material.

¢ HKDF-based Key Chains: Sequential HKDF derivation chains (as used in
TLS 1.3's key schedule) provide forward secrecy through the one-way nature
of HKDF but use a fixed, standardized derivation structure with no variability
in the schedule itself. This means an adversary who knows the derivation
context strings can attempt to verify candidate key material without any

additional uncertainty about the schedule.

e TOTP Counter Sequence: The TOTP counter provides time-indexing for a
fixed HMAC operation — no method variation is possible. TOTP is designed for
authentication codes, not for full key derivation, and its 6-to-8-digit output is

wholly unsuitable as symmetric key material.

DC-TDCS's method-array key schedule introduces a fundamentally new property:
dual-dimension secrecy. An adversary must simultaneously possess knowledge of
the time dimension (T¢) andthe method dimension (Mimean) to derive any session key.
These two dimensions are independently secured — Tc¢ by the dual-clock consensus
mechanism and M; by the PRNG-seeded array derived from So — meaning that

breaking either dimension alone provides no leverage for recovering the session key.




7. Stolen-Device Behavior

7.1 Threat Scenario

The stolen-device threat is among the most operationally significant attack scenarios
for any mobile or edge-deployed cryptographic system. The scenario unfolds as
follows: a legitimate user operates a DC-TDCS-enabled device in the normal course of
authenticated sessions. At time Tsea, an adversary (Thaddeus) obtains physical
possession of the device — through loss, theft, or coercive seizure. From Tsea ONWard,
Thaddeus has unrestricted access to all device storage, operating system memory,

and any peripheral hardware accessible without authentication.

The adversary's goals are twofold: (1) recover the plaintext of sessions that occurred
before T«.a, Which may contain sensitive business data, credentials, or confidential
communications; and (2) impersonate the legitimate user in new sessions after Teteal,
enabling unauthorized access to server-side resources. The device at Tsea May
contain the following potentially useful assets: the local RTC (Clock A), the method-
array state including the current index i, possibly cached session keys in volatile
memory depending on the timing of T relative to the most recent epoch boundary,

and the long-term X25519 identity key pair.

7.2 Protocol-Level Defenses

DC-TDCS implements three protocol-level defenses against the stolen-device threat,

each targeting a different layer of the attacker's capability:

e Volatile Key Erasure: Session key K| is held exclusively in volatile RAM and
is securely erased at each epoch boundary and on device lock, sleep, or
screen-off events. Erasure uses the platform's secure memory-wipe API to
prevent compiler optimization from eliding the operation. If the device is
powered off or enters sleep prior to T..a, Ki is already absent from accessible
memory, and Thaddeus gains no session key material from the device's

current state. Even if the device is seized while actively running a session,



only the current epoch key K; is exposed; all prior epoch keys K; for j < i have

been erased at their respective boundaries.

e Method-Array State Protection: The method-array state — specifically the
current array M and the epoch index i — is stored within a TPM 2.0 secured
memory region or ARM TrustZone Trusted Application, protected by a TPM
authorization policy that requires both device-local authentication and active
session state. Thaddeus, without knowledge of the TPM PIN or biometric
authorization, cannot read the method-array content directly. Without M; modn,
Thaddeus cannot execute the key derivation pipeline even if all other inputs

are somehow obtained.

e Clock-A Continuity Without Clock-B: Even with full device possession,
Thaddeus cannot produce a valid consensus time Tc without access to Clock
B — the server-provided authoritative timestamp. Clock B is issued by the
server only in response to an authenticated session establishment request
from the legitimate client over the authenticated bootstrap channel. Without
the server's cooperation (which the legitimate user can revoke, as described
in Section 7.4), Thaddeus cannot obtain a valid Clock B reading, and

therefore cannot compute a Tc that the server will accept as legitimate.

7.3 Grace Window and Automatic Lock-Out

The grace window W is a server-side configurable duration (default: 2 epochs = 60
seconds) that defines the maximum interval between valid session heartbeats from a
registered device. If the server does not receive a valid authenticated heartbeat from
a client device within W, it marks that device's session as expired and suspends key

derivation for that device identity.

The grace window mechanism operates as follows: during normal operation, each
session's AES-256-GCM authenticated exchange serves as an implicit heartbeat,
resetting the grace window timer. If Thaddeus powers off the device (to prevent
remote wipe), the heartbeat stops. After W elapses, the server marks the device
session as expired. Any subsequent attempt to re-authenticate from that device

requires a fresh Time Consensus computation with Clock B — which the server will



only provide if the epoch counter i presented by the client is consistent with the

server's current authoritative state and no revocation command has been issued.

The grace window duration W is a policy-configurable parameter with significant
security implications. A shorter W (e.g., 15 seconds) provides faster automatic lock-
out but increases sensitivity to transient network outages. A longer W (e.g., 5
minutes) provides greater tolerance for intermittent connectivity at the cost of a
longer window during which a stolen device could operate before automatic lock-out.
Enterprise deployments should configure W based on the acceptable risk exposure

duration for their specific data classification.

7.4 Server-Side Revocation

DC-TDCS provides a deterministic server-side revocation mechanism that does not
require any communication with the stolen device. Revocation operates through a
monotonically increasing revocation counter R maintained by the server for each

registered device identity.

When the legitimate user issues a revocation command (from any authenticated
endpoint — e.qg., a secondary device, a web portal, or an administrative interface), the
server increments R to a value greater than the current epoch index i on record for the
stolen device. From that moment, the server's key derivation validation rejects any
session establishment request referencing an epoch index less than or equal to R.
Since the epoch counter is monotonically increasing and cannot be rolled back by the
device, the stolen device's maximum usable epoch index is bounded by the value of i
at Tsea, Which is necessarily less than the post-revocation R value. The device is
therefore permanently locked out of future authenticated sessions without any

network interaction with the device itself.

The revocation command is authenticated by the legitimate user's long-term server-
side credentials (e.g., FIDO2 hardware key or multi-factor authentication) and is
recorded in the tamper-evident audit log with a timestamp, the initiating user's
identity, and the new R value. Revocation is immediate and irreversible — there is no
"unrevoke" operation. Device re-enrollment requires a fresh bootstrap exchange with

physical proof of device possession verified through a separate out-of-band channel.



7.5 Forward Secrecy Guarantee for Past Sessions

The forward secrecy guarantee for past sessions in DC-TDCS is grounded in two
complementary properties: the one-wayness of the HKDF derivation function and the
correct erasure of past epoch keys. Consider an adversary (Thaddeus) who obtains
the complete current state of a device at Te.a, including the volatile memory contents
of the current process. The most valuable item in this state is the current session key
Ki.

Given K;, can Thaddeus derive Ki,? No, for the following reason: Ki.; = HKDF(So, Tc;.
1,00und,  DC-TDCS-session” || Mi.1ymoan). Recovery of K., requires knowledge of Tc,i.1,60und —
which is a function of the consensus timestamp from epoch i-1. This timestamp is in
the past; even if Thaddeus knows its approximate value (from observing prior session
metadata), the HMAC binding step Tcoounda = HMAC-SHA-256(So, Tc | i-1) requires
knowledge of So to compute. Knowledge of K; does not yield So — there is no known
efficient inversion of HKDF. Therefore, given only K;, Thaddeus cannot compute T,

1.bound @Nd cannot derive K.

Furthermore, if Ki.; was correctly erased at the epoch boundary separating epoch i-1
from epoch i, it is not available in device memory. The combination of correct key
erasure and HKDF irreversibility provides a strong forward secrecy guarantee:
compromise of the current epoch state does not yield any information about the

ciphertexts of past sessions.

7.6 Forensic Logging

DC-TDCS mandates tamper-evident server-side forensic logging to support incident
response in stolen-device scenarios. The audit log records the following information

for each epoch and session event:

e The epoch index i and the consensus timestamp Tc (the consensus value, not

the raw T and T separately, to avoid leaking clock source details in the log)

e The method type Mimoan identifier (but not the full method array sequence, to

prevent log-based array reconstruction)



e A session authentication tag truncated to 64 bits, sufficient for integrity

verification of the log entry but not for reconstructing the session key

e The session duration and byte count, for traffic analysis and anomaly

detection

e Anomaly events: skew events, re-sync attempts, revocation commands,

grace window expirations, and epoch counter mismatches

Log integrity is enforced through a hash chain: each log entry includes a SHA-256
hash of the previous entry's content, forming a linked chain analogous to a
blockchain. Any deletion or modification of a log entry invalidates all subsequent
entries' chain hashes, making tampering detectable. The server's HSM signs the log
root hash at configurable intervals (default: every 24 hours), providing a signed
timestamp commitment that enables external verification of log integrity without

exposing log content.

Session plaintext is never logged. Log entries are designed to support the following
forensic queries without compromising confidentiality: (a) when was a specific device
active? (b) did a specific epoch exhibit anomalous clock behavior? (c) was there any
sign of clock manipulation in the period leading up to a reported theft? and (d) what

was the highest epoch index used before revocation?

8. Security Analysis

8.1 Formal Security Goals (Revisited)

This section maps each security goal stated in Section 3.3 to the specific protocol
mechanisms that achieve it, providing the analytical foundation for the subsequent

formal arguments.

Security Goal Primary Mechanism Supporting
Mechanism

Confidentiality AES-256-GCM session HKDF key derivation



Security Goal

Integrity &
Authenticity

Forward Secrecy

Stolen-Device
Resistance

Clock-Manipulation
Resistance

Primary Mechanism

encryption with per-
epoch key K

AES-256-GCM
authentication tag; epoch
index in GCM AAD

Epoch key erasure at
boundary; HKDF one-
wayness

Volatile key storage;
TPM-protected method-
array state; Clock B
server authority

Dual-clock consensus
with skew tolerance §;
session suspension on
disagreement

Supporting
Mechanism

ensuring keys are
pseudorandom; method-
array variation

Monotonic epoch counter
preventing replay; HMAC-
bound timestamps

Time-indexed derivation
binding

Grace window lock-out;
server-side revocation
counter R

Monotonic epoch
counter; rollback
detection; Tcpouna HMAC
binding

8.2 Indistinguishability under Chosen-Ciphertext
Attack (IND-CCA2)

The session ciphertexts produced by DC-TDCS are IND-CCA2 secure under the
following assumptions: (1) AES-256-GCM is an IND-CCA2 secure authenticated
encryption with associated data (AEAD) scheme; (2) HKDF-SHA-256 is a secure
pseudorandom function (PRF); and (3) the adversary does not know So and cannot
predict Tc with probability non-negligibly greater than random guessing within the

epoch time window.

The argument proceeds as follows. The session key K is the output of HKDF applied to
inputs (So, Tcbound, I, Mi moa n). Under the PRF security of HKDF, the output K; is
computationally indistinguishable from a uniformly random 256-bit string to any
adversary who does not know the HKDF inputs. An adversary attempting to
distinguish K; from random must either (a) know So, which is assumed unavailable; (b)
predict Tc with sufficient precision to compute Tcnouna, Which requires predicting both

Ta and Ts within 6/2 seconds of each other and of the actual consensus; or (c) know M;



mod n, Which requires computing the PRNG output from seed = HKDF-Expand(So, ...),

again requiring So.

Given that K; is computationally indistinguishable from a uniformly random 256-bit
key, the IND-CCA2 security of AES-256-GCM with key K; follows directly from the
security of AES-256-GCM under a random key, as established in [16]. The GCM nonce
uniqueness guarantee is maintained by the deterministic nonce derivation using the
monotonically increasing sequence counter (see Section 4.2), ensuring that no two
distinct messages are ever encrypted under the same (K;, nonce) pair — a critical

requirement for GCM's security proof.

8.3 Forward Secrecy Analysis

Forward secrecy in DC-TDCS is established by demonstrating that the key derivation
graph has no backward edges — given K, there is no computationally efficient path to

K; foranyj < i.

Assume for contradiction that an adversary A given K; can compute Ki; with non-
negligible probability. Ki; = HKDF(IKM,1, salt.1, info.1), where IKMi1 = So || Tc,i-1,00und- TO
compute Ki;, A must know IKM;;. Knowledge of K; gives: Ki = HKDF(So || Tc,ibound,
encode(i), "DC-TDCS-session" | Mi mod n). There is no known efficient algorithm to
extract So from K; given the one-wayness of HKDF. Therefore A cannot obtain So from
Ki, and cannot compute Tci1bouna = HMAC-SHA-256(So, Tci1 || i-1) without it. A is
therefore unable to compute Ki.;, contradicting the assumption. This argument applies

inductively: given Ki, A cannot compute K; for any j < i.

The key erasure requirement is a necessary condition for forward secrecy, not a
sufficient one alone. If K; for j < i is held in persistent memory and not erased, forward
secrecy at epoch j is violated regardless of the HKDF one-wayness property. DC-
TDCS's forward secrecy guarantee therefore depends jointly on: (a) the correctness of
HKDF as a one-way function; and (b) the correct execution of epoch key erasure as

specified in Section 4.3, Step 5.



8.4 Clock-Manipulation Resistance

DC-TDCS analyzes three clock manipulation attack scenarios and demonstrates that

each is either detected or ineffective:

8.4.1 Attacker Controls Clock A Only (Kronos-A)

The Kronos-A adversary has manipulated the device's RTC to read an arbitrary value
T's chosen by the adversary. The adversary's goal is to produce a Tc value
corresponding to a target epoch t* that the adversary wishes to impersonate.
However, the server reads its own authoritative Clock B at the moment of the session
request: Tg = true_time(now). For the session to proceed, the consensus function
requires |T'a — Tg| = 8. Since Tg = true_time(now) and T'a = t* (an arbitrary target time
chosen by the adversary), this inequality is satisfied only if |t¥* — true_time(now)| < 6.
For 8 = 5 seconds, this means the adversary can shift the consensus time by at most
+5 seconds from the true current time — far insufficient to replay sessions from
epochs hours or days in the past, and insufficient to pre-compute future session keys

more than 5 seconds ahead.

8.4.2 Attacker Controls Clock B Only (Kronos-B)

The Kronos-B adversary has compromised the server's NTP source, causing Clock B to
read T's chosen by the adversary. For the consensus to be accepted, the client's Clock
A must agree within &: |Ta — T's|] = 6. Since Ta reflects the true current time on the
device (assuming Clock A is not compromised), this constraint again limits the
adversary to shifting Tc by at most 6 from the device's current RTC reading.
Furthermore, the monotonic epoch counter i detects any attempt to use a T¢ value
corresponding to a past epoch: if T's is set to a past time t*, the resulting consensus
epoch index i* < iwrent, and the server's epoch mirror will reject the session

establishment request as a replay attempt.

8.4.3 Both Clocks Compromised

Simultaneous compromise of both Clock A and Clock B is treated as full device and
network compromise. In this scenario, the adversary controls all inputs to the
consensus function and can produce an arbitrary Tc. However, the adversary still
requires So and Mim.qn to derive K; from the forged Tc. If So is hot also compromised, the

adversary gains no session key derivation capability. This scenario therefore requires



three simultaneous compromises (both clocks plus the shared secret), which is

treated as a total device compromise and is outside the protocol's security boundary.

8.5 Method-Array Security

The security of the method array as a second factor is grounded in the computational
hardness of predicting the PRNG output without knowledge of the seed. The method
array seed is seed = HKDF-Expand(So, "DC-TDCS-method-array-seed", 32). The array
itself is generated by ChaCha20(key = seed, nonce = 0). Security of the array
therefore reduces to the security of ChaCha20 as a pseudorandom generator keyed

with seed.

An adversary who does not know So cannot compute seed, and therefore cannot
predict the ChaCha20 output stream. The method sequence My, My, ..., M, is
computationally indistinguishable from a uniformly random sequence of method
indices to any adversary without So. Therefore, an adversary who observes Tc for a
given epoch — even with full precision — must enumerate all possible method choices
to attempt to derive K; offline. With four method types, each epoch adds exactly 2 bits
of adversary uncertainty due to method selection. For a 256-entry array, the full array
contributes 512 bits of method uncertainty, far exceeding any practical brute-force

capacity even when combined with partial knowledge of Tc.

The method-array security property is additive with, not substitutive for, the time-
consensus security. The combined security of the key derivation function against an
adversary who knows neither So nor Mimqn is the product of the hardness of predicting
Tc and the hardness of predicting M moa n, providing a defense-in-depth property

superior to either dimension alone.

8.6 Comparison to Existing Schemes

The following table compares DC-TDCS against four representative existing
cryptographic schemes across the security dimensions most relevant to the DC-TDCS
design goals. Ratings are qualitative: Full, Partial, or None, with explanatory footnotes

where needed.



Property

Forward
Secrecy

Stolen-
Device
Resistanc
e

Time-
Binding of
Key
Material

Method /
Schedule
Rotation

Replay
Resistanc
e

Static PKI
/ X.509

None —
static key;
past TLS
sessions
decryptabl
e if key is
compromis
ed

None —
static
private key
on device
is
permanentl
y usable

None —
keys are
time-
independe
nt

None —
fixed
algorithm
per
certificate

Partial —
TLS
seguence
numbers
prevent
replay
within a
session; no
Cross-
session

TOTP /
HOTP

N/A —

codes only;
no session
encryption

Partial —
shared
secret on
device;
new codes
generable
indefinitely

Full —
codes are
time-
indexed

None —
fixed HMAC
operation

Full — each
code is
one-time
use; server
tracks used
codes

TLS
Session
Tickets

Partial —
session
ticket keys
are long-
lived; ticket
compromis
e yields
session key

Partial —
session
tickets
cached on
device may
be
reusable
within
validity
period

Partial —
session
tickets
have a
validity
period, not
per-epoch
key
derivation

None —
fixed
cipher
suite per
TLS session

Full within
a session;
session
ticket
replay
partially
mitigated
by server-
side state

Signal
Double
Ratchet

Full — per-
message
ratchet
with
immediate
key
erasure

Partial —
ratchet
state on
device can
be used to
continue
the
session;
past keys
erased

None —
ratchet is
message-
count-
indexed,
not time-
indexed

None —
fixed
double-
ratchet
structure

Full —
message
keys are
immediatel
y erased
after use;
replay
causes
authenticat
ion failure

DC-TDCS
(This
Work)

Full — per-
epoch key
erasure;
HKDF one-
wayness
prevents
backward
derivation

Full —
grace
window
lock-out;
server-side
revocation;
Clock B
unavailable
to thief

Full —
every
session key
is derived
from a
consensus
timestamp

Full — per-
epoch
method
rotation
from pre-
negotiated
secret
array

Full —
monotonic
epoch
counter +
HMAC-
bound
timestamp
S prevent
replay
across



Property Static PKI TOTP/ TLS Signal DC-TDCS
/ X.509 HOTP Session Double (This
Tickets Ratchet Work)
guarantee epochs and
within
epochs

Clock- None — Partial — None — None — Full —

Manipulat certificate window ticket time- dual-clock

ion validity is tolerance validity independe  consensus;

Resistanc time-based allows window is nt single-

e but not limited checked clock
cryptograp time skew; but not manipulati
hically one clock clock- on
enforced only manipulati detected
against on and
clock resistant session
manipulati suspended
on

8.7 Known Limitations and Future Work

DC-TDCS Version 1.0 has the following known limitations, each of which represents a

direction for future research and specification:

e Hardware Clock Side-Channel Attacks: The protocol relies on the local
RTC (Clock A) as a trusted source of device-local time. A sufficiently
sophisticated adversary with physical access to the device's clock hardware
may be able to manipulate the RTC's oscillator frequency via temperature,
voltage, or electromagnetic interference, causing gradual clock drift without
triggering an abrupt skew event. The optional trust-scoring module (Section
5.5) provides partial detection, but hardware-level countermeasures — such
as TPM-integrated clocks or secure timekeeping in ARM TrustZone — are
recommended for high-assurance deployments and should be mandated in a

future version of this specification.

e Formal Verification: The security arguments in Section 8 are informal,
relying on standard cryptographic assumptions and compositional reasoning.
A formal security proof — using the universal composability (UC) framework

or a game-based reduction to standard hardness assumptions — and a



machine-verified protocol model using ProVerif [17] or Tamarin Prover are
designated as high-priority future work. Preliminary analysis suggests that
the protocol is amenable to ProVerif modeling, but the method-array
selection logic requires careful encoding to capture the PRNG dependency on

So.

e Key Erasure Side Channels: The security of the forward-secrecy guarantee
depends critically on the correct and complete erasure of epoch keys from all
accessible memory. In practice, key material may persist in CPU registers,
cache lines, swap files, or memory-mapped I/O buffers after a software-level
erase operation. Compiler optimizations, garbage collection in managed
runtimes, and OS virtual memory swapping can all defeat naive erase
implementations. Future versions of this specification should mandate explicit
platform-level secure erase requirements and should define a conformance

testing procedure for key erasure correctness.

e Quantum Resistance: DC-TDCS Version 1.0 uses X25519 for the bootstrap
key exchange. X25519 is not believed to be secure against a quantum
adversary with access to Shor's algorithm. The session encryption (AES-256-
GCM) provides approximately 128 bits of post-Grover quantum security and is
considered adequate for the foreseeable future. A Version 2.0 of this
specification should replace X25519 with a NIST-standardized post-quantum
KEM — currently the leading candidates are ML-KEM (CRYSTALS-Kyber) and
other lattice-based schemes — as the bootstrap key agreement mechanism,

while retaining the symmetric and KDF layers unchanged.

9. Implementation Guidance

This section provides practical guidance for implementers deploying DC-TDCS in
production environments. The guidance is organized by implementation domain and

is intended to complement, not replace, the protocol specification in Sections 4-7.



9.1 Recommended Hardware Platforms

The following hardware capabilities are recommended or required for a conformant
DC-TDCS implementation:

e TPM 2.0 (Client Devices): A Trusted Platform Module compliant with the
TCG TPM 2.0 specification is strongly recommended for all client
deployments. The TPM provides: (a) a hardware-enforced monotonic counter
for the epoch index i (TPM2_NV_COUNTER), ensuring rollback resistance even
under OS compromise; (b) sealed storage for the method-array seed,
accessible only under a specified PCR policy that reflects the device's
measured boot state; and (c) a hardware random number generator for any

non-deterministic nonce or seed generation required during bootstrap.

e ARM TrustZone (Mobile and Embedded Devices): For ARM-based
devices without discrete TPM, ARM TrustZone provides a Trusted Execution
Environment (TEE) suitable for hosting the method-array Trusted Application.
The OP-TEE open-source TEE OS is recommended as the TEE implementation.
The method-array state and epoch counter should be stored in TrustZone

Secure Storage with device-unique encryption.

e Hardware Security Module (Server): The verifier server must protect So
(the per-client bootstrap seed) in a FIPS 140-3 Level 3 certified HSM. The HSM
should perform all HKDF derivation operations internally, never exposing
seed material to the host operating system. PKCS#11 or JCE/JCA HSM
integration APIs are appropriate interfaces for the server-side key derivation
pipeline. The server's authoritative clock source should be a GPS-disciplined
GPSDO oscillator directly connected to the server hardware, with NTP serving

as a backup stratum.

9.2 NTP Hardening Recommendations for Clock B

Because Clock B (the server's authoritative timestamp) is a critical security-relevant

input, the NTP infrastructure underpinning it should be hardened as follows:



e Deploy NTP with authentication using symmetric keys or the Network Time
Security (NTS) protocol (RFC 8915), which provides cryptographic

authentication of NTP packets to prevent off-path injection.

e Configure the server to use at least three independent Stratum 1 NTP sources
with source diversity (different geographic regions, different network paths,
and ideally different reference clock types). The ntpd or chrony daemon's
majority-vote clock selection algorithm will reject anomalous sources,

providing resilience against compromise of any single NTP server.

e Enable kernel-level PPS (Pulse Per Second) input from a dedicated GPS
receiver to provide a hardware-disciplined time reference independent of

network NTP, and configure chrony to prefer PPS as the primary source.

e Implement rate monitoring for NTP step corrections: any step correction
exceeding 100 milliseconds should generate an alert and trigger a manual
review of the Clock B infrastructure, as this may indicate an NTP poisoning

event relevant to the Kronos-B adversary model.

9.3 Key Erasure Best Practices

Correct key erasure is a necessary condition for the forward secrecy guarantee.

Implementers should follow these practices:

e Use the platform's designated secure memory-wipe function: memset_s (C11
Annex K), SecurezeroMemory (Windows), explicit_bzero (OpenBSD/glibc), or
OPENSSL_cleanse (OpenSSL). These functions are guaranteed not to be elided
by compiler optimization.

e Allocate session key K; in memory that is locked (non-swappable) using
mlock / VirtualLock, preventing the OS from writing the key to a swap file or
hibernation image that persists after erasure.

e Register a signal handler for SIGTERM, SIGINT, and platform-specific

sleep/lock events to trigger immediate key erasure before the process loses

control of its memory pages.



e On systems supporting hardware-level memory encryption (e.g., AMD

SME/SEV or Intel TME), enable full-memory encryption to protect key material

in DRAM against cold-boot attacks even when software-level erasure has not

yet occurred.

e Consider managing session key memory within a dedicated secure allocator

that wraps the key buffer with guard pages and automatically zeroes the

allocation on deallocation, providing defense-in-depth against buffer overread

attacks.

9.4 Audit Logging Schema

All DC-TDCS implementations must produce audit logs conforming to the following

schema. Log entries are structured as JSON objects for interoperability with SIEM

systems, encoded as UTF-8, and protected by the server-side hash chain described in

Section 7.6.

Field
entry_id

timestamp_utc

device_id

epoch_index
consensus_time_

ms

method_type

event_type

Type
UuID v4

ISO 8601 string

UuID v4

uint64

uint64

string (A/B/C/D)

enum

Description

Unique identifier
for the log entry

Server-local
authoritative time
at log write,
millisecond
precision

Registered device
identity (never IP
address alone)

The epoch index i
for this event

Tc as milliseconds
since Unix epoch

Method type
identifier for this
epoch (not the full
array)

SESSION_START,
SESSION_END,

Required

Yes

Yes

Yes

Yes

Yes

Yes

Yes



Field Type Description Required

SKEW_ANOMALY,
RESYNC,
REVOCATION,
LOCKOUT,
BOOTSTRAP

skew_magnitude_ int64 or null |Ta — Tg| in Conditional
ms milliseconds; null

for non-skew

events

session_bytes uint64 or null Total encrypted Conditional
bytes in the
session; null for
non-session

events
prev_entry _hash hex string (64 SHA-256 hash of Yes
chars) the previous log
entry's canonical
JSON

representation

10. Conclusion

This whitepaper has presented the Dual-Clock Time-Derived Cryptographic System
(DC-TDCS), a novel protocol that closes the longstanding gap between time-based
authentication — as exemplified by TOTP and HOTP — and full session key derivation
from synchronized, verifiable time state. DC-TDCS is built on the recognition that
time, when properly anchored, is a fundamentally non-reproducible physical resource
that can serve as the primary entropy source for session key material, yielding
security properties that are architecturally unachievable by static or certificate-based

approaches.

The three headline properties of DC-TDCS have been formally argued and thoroughly
analyzed in this document. Forward secrecy is achieved by the combination of
HKDF's one-wayness and epoch key erasure: given any current session key K;, no

computationally bounded adversary can derive the session key K; for any prior epoch j



< i, because doing so requires either inverting HKDF (assumed infeasible) or
possessing the shared secret So (assumed protected). Stolen-device resistance is
achieved through a layered defense combining volatile key storage, TPM-protected
method-array state, server-side grace-window enforcement, and a deterministic
revocation mechanism that requires no network contact with the stolen device —
rendering it incapable of establishing authenticated sessions once the grace window
expires and the legitimate user issues a revocation command. Clock-manipulation
resistance is achieved by the dual-clock consensus mechanism, which requires an
adversary to simultaneously control two independently administered, physically and
logically separated clock sources — a capability well beyond the reach of the most

common adversary classes modeled in Section 3.

The method-array key schedule adds a second, orthogonal security dimension to the
time-consensus factor. An adversary who somehow obtains the consensus timestamp
Tc for a given epoch still cannot derive the session key without knowledge of the
method-array entry M;modn, Which is determined by a PRNG seeded from the shared
secret So. This dual-dimension secrecy property — (time x method) rather than time
alone — represents a qualitative improvement over prior-art key schedules including
AES's deterministic round key expansion, HKDF chains, and TOTP's single-dimension

counter sequence.

DC-TDCS is designed for practical deployability. It uses exclusively standardized
primitives (X25519, HKDF-SHA-256, AES-256-GCM, HMAC-SHA-256, Argon2id),
integrates with contemporary hardware security infrastructure (TPM 2.0, ARM
TrustZone, FIPS 140-3 HSMs), and produces structured audit logs compatible with
enterprise SIEM platforms. The protocol's epoch-based structure, configurable skew
tolerance, and graceful re-synchronization procedure make it suitable for deployment
across a range of network conditions — from low-latency enterprise LAN

environments to high-latency or intermittently connected IoT field devices.

The primary directions for future work are three: formal verification of the protocol
using ProVerif or Tamarin Prover, which would elevate the current informal security
arguments to machine-verified proofs; post-quantum key encapsulation mechanism
integration, replacing the X25519 bootstrap exchange with a NIST-standardized ML-

KEM or equivalent to achieve resistance against quantum adversaries; and hardware



clock security, specifying TPM-integrated timekeeping requirements and
conformance tests for clock tamper resistance in high-assurance deployments. The
authors invite the cryptographic research and engineering communities to
collaborate on these directions, and welcome formal review of the protocol

specification presented in this document.

The fundamental insight of DC-TDCS is that time is the only cryptographic
resource that cannot be copied, stored, or replayed. A key that only exists in the
present cannot be stolen from the past. The dual-clock consensus mechanism
enforces this principle at the protocol level, transforming the physics of time into a

cryptographic security guarantee.
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