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Abstract
Phishing websites represent one of the most persistent and economically devastating threat vectors in modern cybersecurity — causing an estimated $55.5 billion in Business Email Compromise (BEC) losses over the past decade and sustaining approximately 3.8 million attacks in 2025 alone. Despite substantial advances in machine learning-based detection, the fundamental asymmetry between attackers — who can spin up AI-generated phishing infrastructure in minutes — and defenders — who rely on reactive blacklists and probabilistic classifiers — remains structurally unresolved.
This paper proposes a Deterministic Phishing Detection System (DPDS): a multi-layer detection architecture that exploits unforgeable network-layer signals — DNS provenance, BGP origination metadata, certificate lifecycle history, domain registration timing, and HTTP behavioral fingerprints — to classify phishing websites with high confidence before a user ever loads a page. Unlike heuristic classifiers whose decision surfaces can be probed and evaded, network-layer signals are structural: a domain registered three hours ago cannot retroactively forge a three-year operational history, regardless of how sophisticated its content appears.
The DPDS architecture operates simultaneously at three enforcement points: recursive DNS resolvers (pre-connection), TLS/certificate inspection layers (pre-render), and browser-resident DOM analyzers (pre-interaction). This defense-in-depth design ensures that a phishing site defeated at Layer 1 never reaches Layer 3, dramatically reducing computational overhead at high-cost analysis stages. The system is designed without a dependency on real-time ML inference for every request, making it suitable for high-throughput deployment at scale — including at public DNS resolvers serving millions of queries per second.
The architecture further addresses the documented IPv6 evasion gap, applies to regulatory frameworks including GDPR, NIS2, DORA, and PCI DSS v4.0, and provides an implementation roadmap suitable for adoption by enterprise security teams, DNS resolver operators, and browser vendors. This work reflects the author's broader body of research in deterministic, network-signal-based security architectures — extending prior work on SMTP Received header provenance, dual-clock cryptographic systems, and immutable execution environments to the phishing infrastructure domain.
1. Introduction
Phishing has evolved from a crude credential-theft tactic into a sophisticated, industrialized attack category underpinning the majority of modern cybercrime. The 2025 threat landscape presents a qualitatively different challenge than prior years: generative artificial intelligence has commoditized the production of high-fidelity phishing infrastructure at a scale and speed that human defenders cannot match through traditional means.
By 2025, approximately 3.8 million phishing attacks were recorded annually, with Zscaler ThreatLabz reporting that 82.6% of phishing content contained AI-generated elements — ranging from synthetic lure text to pixel-perfect brand impersonation pages. The 2026 ThreatLabz report further identified 413,524 instances of AI-built phishing sites, attributing significant volumes to AI site-generation platforms including Manus AI (15.6% market share among observed tools), Blackbox AI (14.3%), and Anything AI (9.8%). These platforms enable a threat actor with minimal technical skill to deploy a convincing bank impersonation page within minutes of registering a typosquatted domain.
The defender's response has been largely reactive. Blacklist-based approaches — exemplified by Google Safe Browsing and PhishTank — depend on prior observation of a malicious site, introducing a detection lag of 12 to 48 hours during which the phishing site operates unimpeded. Machine learning classifiers, while achieving headline accuracy figures above 96%, are vulnerable to adversarial manipulation: an attacker who understands the feature space of a classifier can systematically adjust domain names, page structure, and certificate choice to remain below detection thresholds. The classifier's accuracy degrades precisely on the novel attack patterns that matter most.
This paper advances a different premise: network-layer provenance signals are structurally unforgeable. A phishing operator controls the content of a webpage but cannot alter the timestamp recorded in WHOIS when a domain was registered, cannot retroactively age a BGP route announcement, and cannot manufacture a long-standing certificate issuance history in Certificate Transparency logs. These signals exist independently of the attacker's content, are recorded by neutral third parties, and are accessible before a browser ever renders a page.
The Deterministic Phishing Detection System (DPDS) proposed herein is built entirely on this class of unforgeable signals. It does not replace machine learning — it eliminates the need for ML at the majority of decision points, reserving computational analysis for ambiguous cases that pass structural pre-screening. The result is a system that is simultaneously faster, more transparent, more auditable, and more resistant to adversarial manipulation than purely probabilistic approaches.
This paper covers: threat modeling of the modern phishing ecosystem (Section 3); the three-layer DPDS architecture (Section 4); detailed component design and flow diagrams (Section 5); regulatory compliance alignment (Section 6); phased implementation guidance (Section 7); comparative performance analysis (Section 8); and future research directions (Section 9).
Author's Thesis
Network-layer provenance signals — domain registration age, BGP route history, certificate transparency records, and AS reputation — are structurally unforgeable. A phishing defense architecture grounded in these signals is inherently more resistant to adversarial evasion than any approach based solely on content analysis or probabilistic classification.
2. Background and Problem Statement
2.1 The Phishing Ecosystem
Definition: Phishing websites are fraudulent web pages engineered to impersonate legitimate services — financial institutions, enterprise applications, cloud platforms, government portals — for the purpose of harvesting credentials, financial account data, session tokens, or facilitating malware installation. The attack vector is fundamentally deceptive: the victim believes they are interacting with a trusted entity.
The economic impact is severe and accelerating. The FBI Internet Crime Complaint Center (IC3) attributes over $55.5 billion in cumulative Business Email Compromise (BEC) losses to phishing-linked campaigns over the past decade. Direct financial fraud attributable to phishing in 2025 exceeded an estimated $12.5 billion globally. The IBM Security Cost of a Data Breach Report 2025 recorded an average breach cost of $4.88 million, with phishing identified as the leading initial attack vector in 15% of analyzed incidents.
The attack lifecycle follows a reproducible infrastructure pattern:
1. Domain Registration: Attacker registers a typosquatted, homoglyph, or lookalike domain (e.g., paypa1-secure.com, micros0ft-login.net).
2. DNS Propagation: Domain resolves globally within minutes to attacker-controlled infrastructure, often behind CDN or bulletproof hosting.
3. TLS Certificate Issuance: Free certificate obtained from Let's Encrypt or ZeroSSL within seconds — providing the padlock icon that users associate with legitimacy.
4. Content Deployment: AI-generated or kit-based phishing page deployed, often a pixel-perfect clone of the target brand.
5. Lure Delivery: Malicious link distributed via email, SMS (smishing), QR code, social media advertisement, or malicious search engine result.
6. Victim Click and Credential Harvest: Victim submits credentials, which are instantly exfiltrated to attacker-controlled endpoint.
7. Account Takeover / Monetization: Credentials used for direct financial fraud, sold on underground markets, or used in secondary attacks.
AI acceleration has fundamentally altered the economics of this lifecycle. Generative AI enables production of lure emails and phishing pages with 4.5× higher click-through rates compared to manually crafted equivalents, according to Zscaler ThreatLabz analysis. Phishing-as-a-Service (PhaaS) platforms further commoditize deployment: operators provide hosting, rotation, analytics dashboards, and Telegram-based victim data delivery to non-technical buyers for subscription fees as low as $50/month.
2.2 Existing Defenses and Their Limitations
The current defensive landscape consists of several overlapping approaches, each with documented and structural limitations:
Blacklists (Google Safe Browsing, PhishTank, SURBL): Depend on prior observation of a phishing URL. The average detection lag ranges from 12 to 48 hours. A phishing campaign targeting 100,000 users with a 30-minute execution window will complete its objective before any blacklist entry is propagated. Blacklists are also trivially evaded by URL rotation and subdomain permutation.
ML URL Classifiers: Achieve reported accuracy of 96.7% on benchmark datasets, but this figure is measured against historical attack distributions. Adversarial attacks — systematically crafting URLs that score below classifier thresholds — are well-documented. Classifier performance degrades on novel domain patterns, internationalized domain names (IDNs), and URL structures not represented in training data. Critically, the attacker can iteratively probe a public classifier until evasion is achieved.
Browser Warnings: Effective only after the phishing site has been classified by an upstream system. By definition, browser warnings arrive too late for zero-day campaigns.
DMARC / SPF / DKIM: These email authentication standards prevent domain spoofing in email delivery but have no jurisdiction over the web infrastructure that a phishing link points to. A domain that fully implements DMARC at p=reject can still be typosquatted by an attacker who registers a visually similar domain.
	Defense Mechanism
	Coverage
	Detection Latency
	Evasion Resistance
	Scalability

	Google Safe Browsing Blacklist
	Known URLs only
	12–48 hours
	Low — URL rotation evades
	High (CDN-distributed)

	PhishTank Community List
	Reported URLs only
	24–72 hours
	Very Low — submission lag
	Moderate

	ML URL Classifier (standalone)
	URL lexical features
	Real-time
	Low — adversarially evasible
	High (inference cost)

	Browser-Resident RF Model
	URL + DOM features
	Real-time (post-load)
	Moderate — content-aware
	Low (client CPU cost)

	DMARC Enforcement
	Email delivery spoofing
	Instantaneous
	High (for email domain)
	High

	DPDS — Full Stack
	Infrastructure + content signals
	< 2ms (L1) to < 50ms (L3)
	Very High — unforgeable signals
	Very High (DNS-layer scale)


2.3 The IPv6 Evasion Problem
A critical and underaddressed evasion vector has emerged with the global expansion of IPv6. As of 2025, IPv6 adoption stands at approximately 45% globally, with major ISPs and cloud providers preferring IPv6 routing for performance reasons. Threat intelligence research from Infoblox has documented a specific exploitation pattern: attackers use IPv6 reverse DNS (PTR) domains as malicious links — encoding phishing infrastructure in .ip6.arpa namespace — to bypass security tools designed for IPv4 address space and standard domain inspection pipelines.
Most commercial threat detection tools — including many enterprise Secure Web Gateways — do not inspect IPv6 reverse DNS infrastructure equivalently to forward IPv4 DNS. This creates an asymmetric defensive gap: the attacker who hosts on IPv6 with reverse-DNS-based lure URLs gains a measurable evasion advantage against the majority of deployed detection stacks.
Critical Gap
IPv6-based phishing lures using reverse DNS domains are actively exploited to bypass security tooling that focuses exclusively on IPv4 and forward-DNS infrastructure. Any phishing detection architecture that does not achieve full IPv6 parity is structurally incomplete.
3. Threat Model
3.1 Attacker Profiles
	Attacker Type
	Infrastructure
	Techniques
	Dwell Time
	Primary Targets

	Script Kiddie
	Shared hosting, free CDN tiers, PhaaS platforms
	Phishing kits, copied brand pages, generic lures
	Hours to 1–2 days
	Consumer credentials, social media accounts

	Organized Crime
	Bulletproof hosting, fast-flux DNS, AI-generated sites, VPN chains
	AI page generation, domain rotation, PhaaS operations, credential resale
	Days to weeks per campaign
	Financial institutions, e-commerce, cryptocurrency platforms

	Nation-State APT
	Compromised legitimate sites, CDN abuse, long-lived aged domains, dedicated hosting
	Typosquat + aged domain pre-registration, spear-phishing, credential farms
	Weeks to months (long-dwell)
	Government, defense, critical infrastructure, high-value executives

	PhaaS Operator
	Platform-hosted, automated domain/certificate rotation, Telegram-based delivery
	Subscription sales, kit updates, automated victim data pipeline, A/B lure testing
	Continuous (platform-as-a-service model)
	Any sector; operator-defined by client subscription


3.2 Attack Surface
Domain Registration: Typosquatting exploits visual similarity between domain names (e.g., cornbase.com vs. coinbase.com). Homoglyph attacks use Unicode characters visually identical to ASCII counterparts (e.g., Cyrillic а replacing Latin a). Newly Registered Domains (NRDs) represent the highest-risk category: Interisle Consulting's Phishing Landscape 2025 report documented that over 72% of phishing domains were registered within the 30 days preceding the campaign's execution.
DNS Infrastructure: Fast-flux DNS — rapid cycling of A/AAAA records among a pool of compromised host IPs — makes IP-based blocking ineffective and complicates infrastructure takedown. Single-IP multi-domain hosting enables a single server to front hundreds of phishing domains simultaneously. Low-TTL configurations minimize the persistence of cached DNS responses, enabling rapid infrastructure pivots.
TLS Certificates: The availability of free, automated TLS certificates from Let's Encrypt and ZeroSSL — issuable within seconds, requiring no organizational validation — has decoupled the HTTPS padlock indicator from any meaningful trust signal. Certificate Transparency logs provide a public record of all issued certificates, creating both an evasion opportunity (attackers can monitor competitor phishing domains) and a detection signal (defenders can observe certificate issuance for suspicious domains in near-real-time).
Web Content: AI generation tools produce pixel-perfect brand impersonation pages that are visually indistinguishable from authentic sites to both human users and simple screenshot-comparison tools. DOM cloaking techniques serve different content to automated scanners than to human users, defeating many content-based classifiers.
Delivery Mechanisms: Email links remain the dominant delivery vector, but SMS-based smishing campaigns, QR code lures (bypassing URL scanners in many email gateways), social media advertisements, and malicious search engine results have all grown significantly. Each delivery mechanism has different pre-click inspection capabilities, making the endpoint and DNS layers the most universal defensive checkpoints.
3.3 Attacker Constraints — The Unforgeable Surface
Core Architectural Insight: The Unforgeable Surface
Despite maintaining full control over page content, visual appearance, and URL structure, a phishing operator cannot retroactively forge the following six network-layer provenance signals:
1. Domain Registration Timestamp — recorded at the authoritative registrar and accessible via WHOIS/RDAP; immutable after registration.
2. BGP Route Announcement Age and Originating AS Reputation — BGP routing tables maintained by RouteViews and RIPE RIS record when an Autonomous System first announced a prefix; this history cannot be altered retroactively.
3. Historical Certificate Issuance Pattern — Certificate Transparency logs are append-only, cryptographically structured, and publicly auditable; a domain with no CT history before today cannot claim otherwise.
4. Historical DNS Resolution Records — Passive DNS databases (Farsight DNSDB, VirusTotal pDNS) record observed DNS resolutions with timestamps; a newly active domain cannot forge historical resolution data.
5. Registrar Abuse Rate and Nameserver Geolocation — Certain registrars have documented high abuse rates and are used disproportionately by phishing operators; nameserver clustering reveals shared infrastructure patterns.
6. Autonomous System Reputation Score — ASNs hosting large volumes of abusive infrastructure accumulate reputation scores that are derived from aggregated, third-party-verified abuse reports.
These six signals form the Provenance Root of the DPDS architecture. They are observer-verified, third-party-recorded, and structurally immune to content-layer manipulation.
4. Proposed Architecture — Deterministic Phishing Detection System (DPDS)
4.1 Architecture Overview
The DPDS implements a three-layer defense-in-depth architecture, with each layer operating at a distinct point in the browser-to-server request lifecycle. Critically, each layer is designed so that a site blocked at an earlier layer never reaches a later layer — minimizing computational overhead while maximizing coverage.
LAYER 1 — DNS Resolver Layer (Pre-Connection): Operates at the recursive DNS resolver level. Before a browser establishes any TCP/TLS connection to a destination, it must resolve the domain name. The DPDS DNS plugin intercepts this resolution request and evaluates the domain against Provenance Root signals. If the domain scores above the block threshold, the resolver returns a NXDOMAIN response or redirects to a block page — the browser never contacts the phishing server. Components include: Recursive Resolver Plugin, Provenance Signal Cache (Redis), and NRD Registry Feed (ICANN RDAP stream).
LAYER 2 — TLS/Certificate Layer (Pre-Render): For domains that pass Layer 1 scoring, the TLS handshake provides a second inspection window. The CT log history, certificate age, and issuer reputation are evaluated before any page content is transmitted. This layer is implemented in enterprise Secure Web Gateways or browser extensions with certificate inspection capability. A certificate issued within the past 24 hours to a domain registered within the past 30 days — especially from a free CA — is a high-confidence phishing signal. Components include: CT Log Streamer, Certificate Age Analyzer, and Issuer Reputation Database.
LAYER 3 — HTTP Behavioral Layer (Post-Load, Pre-Interaction): The final layer analyzes the rendered DOM structure, computes a perceptual visual hash of the rendered page for brand similarity comparison, inspects form action destinations, and evaluates redirect chains. This layer operates browser-side (via extension) and fires before the user can submit any credential form. Components include: DOM Inspector, Visual Perceptual Hash Comparator, and Redirect Chain Analyzer.
REQUEST LIFECYCLE — DPDS THREE-LAYER FILTER

  [User clicks URL / navigates to domain]
                   |
                   v
  +------------------------------------------------+
  |  LAYER 1: DNS RESOLVER (Pre-Connection)        |
  |                                                |
  |  -> Domain Age < 30 days?          YES ──> SCORE +10/25/40  |
  |  -> Registrar abuse score HIGH?     YES ──> SCORE +30       |
  |  -> BGP AS reputation POOR?         YES ──> SCORE +25       |
  |  -> Fast-flux DNS detected?         YES ──> SCORE +35       |
  |  -> No MX + No DMARC record?        YES ──> SCORE +15       |
  |                                                |
  |  Score >= 70 ──────────────────────────────> [BLOCK — NXDOMAIN]
  |  Score 40-69 ───────────────────────────────> [FLAG + WARN]  |
  |  Score < 40  ───────────────────────────────> CONTINUE       |
  +------------------------------------------------+
                   |
         (Passes Layer 1 threshold)
                   |
                   v
  +------------------------------------------------+
  |  LAYER 2: TLS / CERTIFICATE CHECK (Pre-Render) |
  |                                                |
  |  -> Certificate age < 24 hours?     YES ──> SCORE +20       |
  |  -> CT log history sparse/absent?   YES ──> SCORE +15       |
  |  -> Free CA + NRD combination?      YES ──> SCORE +15       |
  |  -> Issuer reputation LOW?          YES ──> FLAG            |
  |                                                |
  |  Cumulative Score >= 70 ───────────────────> [BLOCK]        |
  |  Score 40-69 ───────────────────────────────> [WARN USER]   |
  |  Score < 40  ───────────────────────────────> CONTINUE       |
  +------------------------------------------------+
                   |
         (Passes Layer 2 threshold)
                   |
                   v
  +------------------------------------------------+
  |  LAYER 3: HTTP / DOM ANALYSIS (Pre-Interaction)|
  |                                                |
  |  -> Visual perceptual hash matches known brand? YES ──> SCORE +50  |
  |  -> Form action targets external domain?        YES ──> SCORE +25  |
  |  -> Redirect chain > 2 hops?                   YES ──> SCORE +15  |
  |  -> DOM structure matches phishing template?    YES ──> SCORE +20  |
  |                                                |
  |  Cumulative Score >= 70 ───────────────────> [BLOCK — OVERLAY]    |
  |  Score 40-69 ───────────────────────────────> [WARN USER]          |
  |  Score < 40  ───────────────────────────────> CONTINUE              |
  +------------------------------------------------+
                   |
         (Passes all three layers)
                   |
                   v
  [ALLOW — Optional user disclosure of provenance score]
4.2 Provenance Signal Database
The Provenance Signal Database is the central data infrastructure of DPDS. It is architected as a distributed key-value store (Redis cluster) with TTL-aware caching, ensuring that frequently queried domain signals are served in sub-millisecond time without requiring real-time external API calls for every DNS resolution.
Data Sources and Integration:
· ICANN RDAP (RFC 9052): Real-time domain registration data, including creation timestamp, registrar identity, and WHOIS contact patterns. RDAP is the modern, structured successor to WHOIS with consistent, machine-parseable output.
· BGP Routing Tables: RouteViews and RIPE RIS provide full BGP routing table snapshots updated at 15-minute intervals. AS reputation scores are derived from aggregated abuse report data from Spamhaus, APWG, and ARIN.
· Certificate Transparency Logs: Google Argon, Cloudflare Nimbus, and crt.sh aggregate CT log streams. DPDS subscribes to certificate issuance events in real-time, cross-referencing new certificates against NRD feeds.
· Passive DNS: Historical resolution data from Farsight DNSDB and VirusTotal pDNS provides context for domain resolution history beyond the registration date.
· Spamhaus and APWG eCrime Data: Registrar abuse rates, ASN abuse indices, and known phishing infrastructure indicators are ingested daily.
Update Cadence: Domain age signals are resolved in real-time via RDAP on cache miss; BGP snapshot data refreshes on 15-minute intervals; CT log streams are processed continuously. The cache TTL for non-malicious domains is 1 hour; flagged domain entries have a TTL of 5 minutes to support rapid state updates during active campaigns.
Privacy Architecture: Only domain-level signals are stored and evaluated. No user query logs, source IP addresses, or browsing histories are retained within the DPDS data store. DNS query aggregation uses domain-level hashing only, satisfying GDPR data minimization principles (Article 5(1)(c)) without requiring user consent for infrastructure-level security processing.
4.3 Scoring Model
The DPDS scoring model is explicitly deterministic, not probabilistic. Each signal has a fixed integer weight derived from empirical analysis of phishing domain infrastructure patterns. The cumulative score determines the enforcement action, with no stochastic component.
	Provenance Signal
	Point Weight
	Rationale

	Domain age < 24 hours
	40 pts
	Highest-risk window; majority of phishing domains exploit first 24h

	Domain age 1–7 days
	25 pts
	Elevated risk; 72% of phishing domains registered within 30 days of use

	Domain age 7–30 days
	10 pts
	Moderate risk; still within high-phishing-activity window

	Registrar abuse score HIGH
	30 pts
	High-abuse registrars disproportionately host phishing infrastructure

	BGP AS reputation POOR
	25 pts
	Bulletproof hosting ASNs have documented, consistent abuse patterns

	Fast-flux DNS detected
	35 pts
	Fast-flux is predominantly associated with criminal infrastructure

	Certificate age < 24 hours
	20 pts
	New cert on new domain is characteristic of phishing deployment pattern

	Free CA + NRD combination
	15 pts
	Combination characterizes the majority of commodity phishing deployments

	Visual perceptual hash — brand match
	50 pts
	Direct brand impersonation — highest-confidence phishing signal

	No MX record + No DMARC record
	15 pts
	Legitimate business domains almost universally have email infrastructure

	Form action targets external/different domain
	25 pts
	Credential exfiltration pattern; form destinations not matching host domain



	Score Range
	Enforcement Action
	User Experience

	>= 70 points
	AUTO-BLOCK
	Connection refused / block page served; no page content loaded

	40–69 points
	WARN
	Interstitial warning overlay displayed; user must consciously proceed

	< 40 points
	ALLOW
	Optional provenance score disclosure in browser UI; no friction


4.4 IPv6 Coverage
DPDS applies full scoring parity to IPv6 infrastructure. All six Provenance Root signals are evaluated equivalently for AAAA records, IPv6 prefix routing tables, and reverse DNS (PTR) domains in the .ip6.arpa namespace. IPv6 BGP route age is tracked in a dedicated routing table index within the Provenance Signal Database, updated from RIPE RIS and RouteViews at the same 15-minute cadence as IPv4 data.
Specifically, DPDS addresses the Infoblox-documented IPv6 evasion pattern: when a phishing lure uses an IPv6 reverse DNS domain as the clickable URL, the DPDS DNS resolver plugin identifies the query as targeting an .ip6.arpa PTR record, maps the IPv6 address to its originating prefix and AS, and applies the full BGP reputation scoring pipeline. This closes the evasion gap at the DNS layer before any connection is attempted.
5. Component Architecture and Flow Diagrams
5.1 DNS Resolver Plugin Architecture
The DNS Resolver Plugin is implemented as a loadable module for BIND 9, Unbound, and PowerDNS — the three resolver implementations covering the majority of enterprise and ISP deployments globally. For public DNS resolvers (Cloudflare 1.1.1.1, Google 8.8.8.8, Quad9 9.9.9.9), the plugin architecture maps to resolver-specific extension mechanisms.
DNS RESOLVER PLUGIN — QUERY PROCESSING PIPELINE

  [Incoming DNS Query: domain.tld / AAAA record]
                   |
                   v
  [Cache Lookup: Provenance Signal Cache (Redis)]
       |                           |
    CACHE HIT               CACHE MISS
       |                           |
       v                           v
  [Return cached score]    [RDAP Lookup: Registration Age]
                                   |
                                   v
                           [Registrar Reputation DB]
                                   |
                                   v
                           [BGP AS Score Lookup]
                           (RouteViews / RIPE RIS)
                                   |
                                   v
                           [Fast-Flux Detection]
                           (TTL analysis, IP diversity)
                                   |
                                   v
                           [MX / DMARC Record Check]
                                   |
                                   v
                           [Compute Composite Score]
                           [Write to Redis Cache, TTL=1h]
                                   |
  +------------------------------+ | +----------------------------+
  |  Score >= 70: BLOCK          | | |  Score < 40: ALLOW RESOLVE |
  |  Return NXDOMAIN             |   |  Return A/AAAA record       |
  |  Log detection event         |   +----------------------------+
  +------------------------------+
  |  Score 40-69: FLAG + ALLOW   |
  |  Add X-DPDS-Warning header   |
  |  Log flagged event           |
  +------------------------------+
5.2 Certificate Transparency Integration
CT log integration provides near-real-time awareness of certificate issuance events. The DPDS CT module subscribes to certificate issuance streams from Google Argon, Let's Encrypt ISRG Root, and Cloudflare Nimbus logs via the standard Gossip protocol and REST polling interfaces defined in RFC 6962.
CERTIFICATE TRANSPARENCY INTEGRATION PIPELINE

  [CT Log Stream: Google Argon / ISRG Root / Cloudflare Nimbus]
                   |
                   v
  [New Certificate Issuance Event Received]
         |
         v
  [Extract: Domain Name, Issuer CA, Issuance Timestamp]
         |
         v
  [Cross-Reference with NRD Feed (RDAP)]
         |
         +---> Domain registered < 30 days ago?
         |             |
         |          YES: Flag correlation event
         |             |
         |             v
         |     [Cert age < 24h AND Domain age < 30 days?]
         |             |
         |          YES: Insert HIGH-CONFIDENCE alert
         |             |   into Provenance Signal DB
         |             v
         |     [Issuer = Free CA (Let's Encrypt / ZeroSSL)?]
         |             |
         |          YES: Score += 15 (Free CA + NRD combo)
         |
         +---> Domain registered > 30 days: Log cert, no flag
         |
         v
  [Write Composite Certificate Signal to Redis]
  [Available to Layer 2 SWG / Browser Extension]
5.3 Browser Extension Architecture
The DPDS browser extension operates as a Manifest V3 extension for Chrome, Firefox, and Edge, distributed via enterprise Mobile Device Management (MDM) platforms such as Microsoft Intune and Jamf. The extension operates across three distinct browser events: onBeforeNavigate (pre-fetch), onHeadersReceived (TLS cert inspection), and onDOMContentLoaded (DOM analysis).
BROWSER EXTENSION — NAVIGATION INTERCEPT PIPELINE

  [URL Bar Navigation Initiated / Link Clicked]
                   |
                   v
  [Extension: onBeforeNavigate Event]
         |
         v
  [Layer 1 Score Lookup (Cached from DNS layer)]
         |
    Score >= 70 ───────────────────────────> [BLOCK: Show block overlay]
    Score 40-69 ───────────────────────────> [Show pre-navigation warning]
    Score < 40  ───────────────────────────> Continue navigation
         |
         v
  [TLS Handshake Completes]
  [Extension: onHeadersReceived Event]
         |
         v
  [Certificate Age Check via CT Signal Cache]
         |
    Cert age < 24h + NRD: Score += 35 ─────> Re-evaluate block threshold
    Otherwise: Continue
         |
         v
  [DOM Content Loaded]
  [Extension: onDOMContentLoaded Event]
         |
         v
  [Visual Perceptual Hash Computation]
  [Compare against Top-500 Brand Registry]
         |
    Hash match FOUND: Score += 50 ──────────> [BLOCK: Brand impersonation overlay]
    Hash match NOT found: Continue
         |
         v
  [Form Action Domain Analysis]
         |
    External domain target: Score += 25 ────> [WARN: Credential theft warning]
         |
         v
  [Redirect Chain Analysis: > 2 hops?]
         |
    YES: Score += 15 ────────────────────────> [WARN: Redirect chain warning]
         |
         v
  [Final Score < 40: Allow with optional provenance badge in toolbar]
5.4 Enterprise Secure Web Gateway Integration
For enterprise deployments, DPDS integrates as a policy enforcement point upstream of existing Secure Web Gateway (SWG) proxies, including Palo Alto Networks Prisma Access, Zscaler Internet Access, and Cisco Umbrella. The integration model positions DPDS as a pre-filter that enriches URL reputation data with Provenance Root signals before the request reaches the SWG's existing URL categorization and policy engine.
Integration is achieved via two mechanisms: DNS RPZ (Response Policy Zones) for Layer 1 blocking at the resolver level — a standard mechanism supported by all major enterprise DNS resolvers; and ICAP (Internet Content Adaptation Protocol) for Layer 2/3 signals, delivered as reputation metadata headers that SWG policy engines can consume natively.
The DPDS signal feed is exposed as a structured REST API and as a threat intelligence STIX/TAXII 2.1 feed, enabling consumption by existing enterprise Security Information and Event Management (SIEM) platforms including Splunk, Microsoft Sentinel, and Elastic SIEM without requiring custom integration development.
Integration Note
DPDS is designed to augment, not replace, existing SWG policy engines. Organizations with mature URL categorization and ML-based inspection capabilities benefit most from DPDS as a pre-filter that handles the highest-volume, lowest-ambiguity phishing decisions (newly registered domains, free CA certificates on NRDs) before the computationally expensive SWG inspection pipeline is invoked.
6. Regulatory Implications
6.1 GDPR and Privacy Compliance
The DPDS architecture is designed with data minimization as a core principle. The system operates exclusively on domain-level metadata — registration timestamps, BGP ASN identifiers, certificate issuance records, and DNS RR data. None of these constitute personal data as defined under GDPR Article 4(1). The system does not log or retain individual DNS query sources, user identities, or browsing histories.
Where DNS query aggregation is required for statistical purposes (e.g., measuring detection rates across a resolver deployment), domain names are hashed using a one-way function with rotating daily salts prior to storage. This approach satisfies GDPR data minimization (Article 5(1)(c)) and purpose limitation (Article 5(1)(b)) requirements while preserving operational utility.
DPDS's DMARC signal integration (the absence of DMARC records as a phishing indicator) is consistent with GDPR's treatment of domain-level DNS metadata as non-personal technical data.
6.2 NIS2 Directive (EU, 2024–2026)
The NIS2 Directive (Directive 2022/2555/EU), which entered enforcement across EU member states from October 2024 onward, requires covered entities — operators of essential services and digital service providers — to implement "appropriate and proportionate technical, operational, and organisational measures to manage the risks posed to the security of network and information systems." DPDS directly satisfies this requirement as a documented, auditable, technically specific anti-phishing control.
NIS2's mandatory incident reporting timelines are addressed by DPDS's structured detection event logging: all block and warn decisions generate timestamped JSON log entries suitable for regulatory reporting pipelines. An early warning notification (required within 24 hours of significant incident awareness) can be populated from DPDS detection events with no additional manual collection effort. The 72-hour notification deadline is similarly supported.
NIS2 Article 20 imposes personal management accountability for cybersecurity compliance on senior leadership of covered entities. DPDS's deterministic, auditable scoring model provides defensible, documented evidence of the technical measures implemented — a requirement for which probabilistic black-box classifiers are poorly suited.
6.3 DORA (Digital Operational Resilience Act)
EU Regulation 2022/2554 (DORA), effective January 17, 2025, establishes ICT risk management, incident reporting, digital operational resilience testing, and ICT third-party risk requirements for financial entities across the EU. DPDS's TLS/certificate monitoring layer directly addresses DORA Chapter II ICT risk management requirements, specifically the mandate to implement "mechanisms to promptly detect anomalous activities, including ICT network performance issues and ICT-related incidents."
Certificate issuance events for domains impersonating financial institutions — detectable in near-real-time via the DPDS CT log integration — represent exactly the type of anomaly that DORA's monitoring requirements target. Integration of DPDS detection events with a SIEM platform creates the DORA-compliant audit trail required for both internal governance and regulatory examination purposes.
6.4 PCI DSS v4.0
PCI DSS v4.0, with requirements designated as mandatory from March 31, 2025 onward, includes Requirement 10.4.1.1: entities in scope for PCI DSS must implement automated anti-phishing mechanisms. This is a new, mandatory control not present in PCI DSS v3.2.1, reflecting the PCI Security Standards Council's recognition that phishing is the primary initial access vector in card-data compromise incidents.
DPDS satisfies Requirement 10.4.1.1 directly and provides the audit-ready documentation — detection logs, scoring records, configuration evidence — required for Qualified Security Assessor (QSA) review. The architecture's coverage of browser extension enforcement is particularly relevant for card-holding organizations concerned about consumer-facing phishing of payment credentials.
6.5 DMARC as a Complementary Control
Global DMARC adoption reached 52.1% of monitored domains in 2026, up from 27.2% in 2023, according to the EasyDMARC 2026 DMARC Adoption Report. Among Fortune 500 companies, adoption stands at 95%, with 62.7% enforcing at p=reject. In countries that have implemented regulatory mandates for DMARC (including the United Kingdom, Australia, and India for government domains), phishing success rates dropped from 69% to 14% — a 79% reduction attributable directly to email authentication enforcement.
DPDS and DMARC serve complementary, non-overlapping defensive functions. DMARC protects the email delivery channel against domain spoofing; DPDS protects the web infrastructure that phishing links point to. An organization that deploys both achieves defense across the full phishing attack lifecycle.
	Regulation
	Relevant DPDS Component
	Compliance Contribution

	GDPR (EU) 2016/679
	Provenance Signal DB — domain-level only; no personal data processing
	Data minimization (Art. 5); no personal data processing; purpose limitation

	NIS2 Directive 2022/2555
	All three layers + detection event logging
	Appropriate technical measures; 24h/72h incident reporting support; management accountability evidence

	DORA 2022/2554
	CT Log monitoring; SIEM integration; incident logging
	ICT risk management; anomaly detection; DORA-compliant audit trail

	PCI DSS v4.0 Req. 10.4.1.1
	Browser extension Layer 3; DNS Layer 1
	Mandatory anti-phishing mechanism; QSA audit documentation

	DMARC (RFC 7489)
	DMARC signal used as provenance indicator (absence = score +15)
	Complementary email-channel control; DPDS extends coverage to web infrastructure


7. Implementation Guidance
7.1 Deployment Phases
Phase 1 — DNS Layer Deployment (Weeks 1–4):
1. Deploy RDAP integration module and subscribe to NRD registry feed from ICANN RDAP and regional internet registries.
2. Configure recursive resolver (BIND 9 / Unbound / PowerDNS) with DPDS plugin in monitor-only mode — log all scoring decisions without enforcing blocks.
3. Calibrate scoring thresholds against known-good domain baseline. Target: false positive rate below 0.1% on established Tranco Top 1M domains.
4. Integrate Spamhaus registrar abuse feed and BGP AS reputation data from RouteViews.
5. After 2-week observation period, enable enforcement mode with auto-block at score ≥ 70.
Phase 2 — Certificate Layer Deployment (Weeks 5–8):
1. Subscribe to CT log streams via crt.sh API and Google Certificate Transparency API.
2. Deploy certificate age correlation module with cross-reference to NRD feed.
3. Integrate CT signals into SWG policy engine via ICAP headers or REST reputation API.
4. Configure issuer reputation database with free CA classification list and organizational CA allowlist.
Phase 3 — Browser/Endpoint Layer Deployment (Weeks 9–16):
1. Package DPDS browser extension for Chrome, Firefox, and Edge; distribute via enterprise MDM (Microsoft Intune / Jamf / SCCM).
2. Build and deploy Top-500 brand visual hash registry using reference screenshots from authenticated brand pages.
3. Enable DOM form-action analysis with configurable external domain allow-list for legitimate third-party payment processors.
4. Implement user-facing block overlay with provenance explanation (e.g., "This domain was registered 4 hours ago — blocked by DPDS").
Phase 4 — Operationalization (Ongoing):
1. SIEM integration: detection events pushed as structured JSON to Splunk, Elastic, or Microsoft Sentinel in real-time.
2. SOAR playbook: high-confidence detections (score ≥ 85) trigger automated abuse report submission to registrar and hosting provider.
3. Weekly provenance database consistency checks; monthly brand hash registry refresh.
4. Quarterly adversarial red team exercises simulating domain aging attacks, CDN-fronted phishing, and IPv6 evasion patterns.
5. Bi-annual threshold recalibration based on false positive and false negative metrics from production telemetry.
7.2 Operational Considerations
False Positive Management: Newly registered legitimate domains — technology startups, event microsites, political campaign sites, product launches — represent the primary source of false positives at Layer 1. DPDS addresses this through a grace-period mechanism: domains appearing in Tranco Top 1M ranking data (indicating established traffic volume), or submitted through a verified organizational exception process, receive a temporary score modifier that prevents auto-block while maintaining warning behavior for the first 7 days post-registration.
Performance Budget: Layer 1 DNS evaluation adds less than 2 milliseconds of latency per query with Redis caching engaged (cache hit rate target: 95% for Tranco Top 100K domains). Layer 2 certificate age check adds less than 10 milliseconds. Layer 3 DOM analysis and visual hash computation executes client-side in under 50 milliseconds on contemporary endpoint hardware, operating asynchronously to avoid blocking page interaction.
Scalability: The DNS resolver layer is designed for horizontal scaling to support 1 million or more queries per second across resolver clusters. Redis Cluster with consistent hashing distributes the Provenance Signal Cache across nodes with no single point of failure. CT log streaming is processed via a dedicated microservice with independent horizontal scaling from the resolver fleet.
7.3 Integration with Existing Security Stack
· SIEM: Detection events emitted as structured JSON (domain, score, signals triggered, timestamp, enforcement action) compatible with Splunk Common Information Model (CIM), Elastic Common Schema (ECS), and Microsoft Sentinel normalization schemas.
· SOAR: High-confidence detections (score ≥ 85) trigger SOAR playbooks via webhook for automated phishing site takedown workflows — including automated abuse report submission via registrar API and hosting provider abuse contact.
· Threat Intelligence Sharing: DPDS outputs a STIX 2.1 / TAXII 2.1 feed of detected phishing indicators, enabling participation in ISACs (FS-ISAC, H-ISAC, MS-ISAC) and bilateral threat sharing agreements without manual indicator extraction.
· Email Gateway: DPDS URL reputation scores are exposed via REST API for integration with Proofpoint, Mimecast, Microsoft Defender for Office 365, and similar email security platforms, enabling pre-click URL reputation checks in email delivery pipelines.
7.4 Reference Implementation — Scoring Logic (Pseudocode)
FUNCTION score_domain(domain):
  score = 0

  # --- LAYER 1: DNS / REGISTRATION SIGNALS ---

  age_days = rdap_lookup(domain).registration_age_days

  IF age_days < 1:
    score += 40            # Critical: sub-24h domain
  ELIF age_days < 7:
    score += 25            # High risk: first week
  ELIF age_days < 30:
    score += 10            # Elevated risk: first month

  IF registrar_abuse_score(domain) == HIGH:
    score += 30            # High-abuse registrar pattern

  IF bgp_as_reputation(domain.resolved_ip) == POOR:
    score += 25            # Bulletproof / abusive ASN

  IF fast_flux_detected(domain):
    score += 35            # Fast-flux strongly indicates criminal infra

  IF no_mx_record(domain) AND no_dmarc_record(domain):
    score += 15            # Absence of email infra on a "business" domain

  IF score >= 70: RETURN BLOCK, score, ["L1-DNS"]

  # --- LAYER 2: TLS / CERTIFICATE SIGNALS ---

  cert = tls_certificate_lookup(domain)

  IF cert.age_hours < 24:
    score += 20            # Certificate issued today

  IF is_free_ca(cert.issuer) AND age_days < 30:
    score += 15            # Free CA + NRD combination

  IF ct_log_history_count(domain) <= data-id="488" 1:
    score += 10            # Sparse CT history = new infrastructure

  IF score >= 70: RETURN BLOCK, score, ["L1-DNS", "L2-TLS"]

  # --- LAYER 3: HTTP / DOM SIGNALS ---

  page = fetch_rendered_dom(domain)

  visual_hash = compute_perceptual_hash(page.screenshot)
  IF brand_registry_match(visual_hash) != NULL:
    score += 50            # Direct brand impersonation

  FOR form IN page.forms:
    IF form.action.domain != domain:
      score += 25          # Credential exfiltration to external domain
      BREAK

  IF page.redirect_chain_length > 2:
    score += 15            # Suspicious redirect chain

  # --- FINAL DECISION ---
  IF score >= 70:   RETURN BLOCK, score, ["L1-DNS", "L2-TLS", "L3-DOM"]
  ELIF score >= 40: RETURN WARN,  score, signals_triggered
  ELSE:             RETURN ALLOW, score, []

END FUNCTION
8. Comparative Analysis
8.1 DPDS vs. Existing Approaches
	Approach
	Detection Speed
	Evasion Resistance
	Privacy Impact
	Regulatory Alignment
	Deployment Complexity

	Google Safe Browsing Blacklist
	12–48 hr lag (zero-day blind)
	Very Low — URL rotation trivially evades
	Low — URL hashes submitted
	Partial (PCI 10.4.1.1)
	Low (API integration)

	ML URL Classifier (standalone)
	Real-time
	Low — adversarially evasible by design
	Low — URL analysis only
	Partial
	Moderate (model hosting)

	Browser-resident Random Forest Model
	Real-time (post-load)
	Moderate — content-aware, but evadable
	Low
	Partial (PCI 10.4.1.1)
	Moderate (extension + model)

	DMARC Enforcement
	Instantaneous (email delivery)
	High (for email channel)
	Minimal
	High (NIS2, PCI, DORA)
	Low–Moderate (DNS records)

	DPDS Layer 1 (DNS only)
	< 2ms (with cache)
	High — unforgeable registration/BGP signals
	Minimal — domain metadata only
	High (all frameworks)
	Moderate (resolver plugin)

	DPDS Full Stack (all 3 layers)
	< 2ms (L1) to < 50ms (L3)
	Very High — structural + content signals combined
	Minimal — no user data retained
	Very High (GDPR, NIS2, DORA, PCI)
	High (phased rollout recommended)


8.2 Adversarial Resistance Analysis
Domain Aging Attack: A sophisticated adversary pre-registers phishing domains weeks or months in advance to reduce their DPDS Layer 1 score. This is the most significant practical challenge to Layer 1 effectiveness. Mitigation: passive DNS history cross-reference (sudden increase in DNS query volume for a low-traffic aged domain is itself a signal); BGP route age analysis catches cases where aged domains switch to newly announced hosting infrastructure; Layer 3 visual hash analysis catches the phishing content regardless of domain age.
Compromised Legitimate Domain: An attacker compromises an established, high-reputation domain and deploys phishing content on a subdirectory or subdomain. DPDS Layer 1 and Layer 2 scores will be low (legitimate aged domain with clean certificate history). Layer 3 DOM/visual analysis catches the brand impersonation content: a visual hash match to PayPal's interface on a domain that is not paypal.com triggers a high-confidence block regardless of the hosting domain's age or reputation.
AI-Generated Content Evasion: An attacker uses generative AI to produce phishing content that does not closely match any known brand's visual hash (novel-brand phishing, or targeting less-prominent brands not in the Top-500 registry). DPDS Layer 1 and Layer 2 signals remain fully effective — AI-generated content does not affect domain registration age or BGP provenance. Layer 3 form-action analysis catches credential exfiltration patterns regardless of visual content.
IPv6 Evasion: Full IPv6 provenance parity in DPDS closes this gap at Layer 1. An IPv6-addressed phishing site receives the same BGP route age, AS reputation, and reverse-DNS domain age scoring as an IPv4-addressed site. The Infoblox-documented evasion vector is structurally addressed.
CDN-Fronted Infrastructure: Some phishing operators route traffic through major CDN providers (Cloudflare, Fastly) to inherit the CDN's AS reputation. Mitigation: DPDS Layer 1 flags the domain-level signals (registration age, registrar abuse rate) independently of the serving infrastructure; Layer 3 visual and DOM analysis catches the content. The CDN's reputation does not transfer to the domain's registration history.
Defense-in-Depth Resilience
No single evasion technique defeats all three DPDS layers simultaneously. An attacker who pre-ages domains (defeating Layer 1) cannot forge brand impersonation away from Layer 3. An attacker who uses legitimate domains (defeating Layer 1 and Layer 2) still exposes credential exfiltration form actions at Layer 3. The multi-layer architecture ensures that evasion of any individual signal does not constitute evasion of the system.
9. Future Work
Real-Time Phishing Campaign Graph Analysis: Individual domain scoring is the current operational model. The next research direction is infrastructure clustering: linking newly detected phishing domains to known operator infrastructure clusters by identifying shared registrar patterns, nameserver configurations, BGP origin AS, certificate issuer sequences, and visual hash families. Graph-based analysis would enable detection of an entire phishing campaign's domain set from a single confirmed indicator, rather than waiting for each domain to trigger a threshold independently.
Federated Provenance Signal Sharing: Individual organizations operating DPDS deployments accumulate provenance signal data that would benefit the broader ecosystem if shared. Future work will develop a privacy-preserving federated sharing protocol — using techniques such as Private Set Intersection and differential privacy — that allows organizations to contribute detection signals to an ISAC-style shared database without exposing individual query patterns or internal infrastructure details.
LLM-Assisted Intent Classification: Large language models are being evaluated as a supplementary (not primary) signal for novel lure detection: analyzing page text for social engineering patterns, urgency language, and impersonation cues that do not match known brand visual hashes. This research path explicitly positions LLM analysis as a tertiary signal layer, not a replacement for the deterministic Provenance Root signals. Human-in-the-loop validation is required before any LLM-derived signal affects automated enforcement decisions.
Hardware-Assisted DNS Trust Anchors: Integration of DPDS Layer 1 signals with DNS-over-HTTPS (DoH) and DNSSEC validation creates an opportunity for hardware-attested DNS resolution: endpoint TPM-based attestation confirming that a DNS response was evaluated by an authorized DPDS instance before being returned to the requesting application. This extends the trust model established in the author's prior work on dual-clock cryptographic systems to the DNS resolution layer.
Registrar-Level DPDS Integration: Upstream deployment at domain registrars — where domain registration events originate — would enable proactive scoring at the point of domain purchase rather than at the point of first DNS resolution. Registrars with API-accessible domain registration data (ICANN-accredited registrars) could integrate DPDS scoring into their abuse management workflows, flagging or delaying activation of high-scoring domains pending human review. This represents a structural intervention at the earliest possible point in the phishing attack lifecycle.
10. Conclusion
The phishing threat has reached industrial scale, sustained by AI-driven content generation, commoditized PhaaS platforms, and an attacker economics model that makes domain registration and site deployment effectively free. Reactive defenses — blacklists, probabilistic classifiers, and post-delivery warnings — are structurally misaligned with an adversary who can deploy and decommission infrastructure faster than detection pipelines can respond.
This paper has presented the Deterministic Phishing Detection System (DPDS): a three-layer defense architecture grounded in the structural insight that network-layer provenance signals are unforgeable. A domain registered three hours ago cannot claim three years of operational history. A BGP route announced this morning cannot inherit the reputation of a network established in 2010. A certificate issued to an NRD from a free CA cannot manufacture the issuance pattern of a long-standing enterprise domain. These facts are recorded by neutral third parties — ICANN, RIPE NCC, RouteViews, Certificate Transparency logs — and are accessible before a browser renders a single pixel of potentially malicious content.
The DPDS architecture operationalizes these signals at three enforcement points: the recursive DNS resolver (pre-connection), the TLS inspection layer (pre-render), and the browser DOM analyzer (pre-interaction). Each layer handles the most tractable cases within its window, passing only ambiguous cases to the next layer. The result is a system that blocks the majority of commodity phishing infrastructure — newly registered domains, free-CA-certificated NRDs, fast-flux networks — within milliseconds of the first DNS query, without ML inference, without user-data processing, and without a dependency on prior observation of the specific domain.
Regulatory alignment is built into the architecture: GDPR data minimization is satisfied by domain-only signal processing; NIS2 incident reporting is supported by structured detection event logging; DORA ICT risk management requirements are addressed by real-time CT log monitoring; PCI DSS v4.0 Requirement 10.4.1.1 is directly satisfied by the browser extension deployment.
The call to action for the industry is clear: adoption of DPDS at the DNS resolver layer alone — without the TLS or browser layers — would block the majority of newly registered phishing domains within minutes of their creation. Public DNS resolvers serving hundreds of millions of users daily are uniquely positioned to deploy this protection at population scale. Recursive resolver operators, browser vendors, enterprise security teams, and registrars each have a structural role to play in deploying this architecture. The unforgeable surface exists. The detection architecture is defined. What remains is deployment.
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Appendix A — Provenance Signal Reference Table
	Signal
	Data Source
	Update Frequency
	DPDS Layer
	Max Weight
	Notes

	Domain Registration Age
	ICANN RDAP (RFC 9052)
	Real-time on cache miss
	Layer 1
	40 pts
	Tiered: <1d=40, <7d=25, <30d=10

	Registrar Abuse Score
	Spamhaus, APWG eCrime, Interisle
	Daily refresh
	Layer 1
	30 pts
	Binary: HIGH / NORMAL

	BGP AS Reputation
	RouteViews, RIPE RIS, Spamhaus ASN
	15-minute snapshots
	Layer 1
	25 pts
	POOR / NEUTRAL / GOOD

	Fast-Flux Detection
	DPDS DNS TTL + IP diversity monitor
	Continuous / per-query
	Layer 1
	35 pts
	TTL < 60s + >5 distinct IPs in 24h

	MX + DMARC Absence
	DNS MX / TXT query
	Per-query, cached 1h
	Layer 1
	15 pts
	Both must be absent to score

	Certificate Age
	CT Logs (crt.sh, Google Argon)
	Real-time stream
	Layer 2
	20 pts
	Age in hours from notBefore field

	Free CA + NRD Combination
	CT Log issuer field + RDAP age
	Real-time stream
	Layer 2
	15 pts
	Issuer: Let's Encrypt, ZeroSSL, Buypass

	CT Log History Depth
	crt.sh historical cert count
	Daily refresh for cached domains
	Layer 2
	10 pts
	<= 1 cert in history = sparse

	Visual Perceptual Hash Match
	DPDS Brand Registry (Top 500)
	Monthly brand hash refresh
	Layer 3
	50 pts
	pHash distance threshold < 12 bits

	Form Action External Domain
	Browser DOM inspection
	Per-page-load
	Layer 3
	25 pts
	action domain != host domain

	Redirect Chain Length
	Browser navigation events
	Per-navigation
	Layer 3
	15 pts
	Chain > 2 hops triggers score


Appendix B — Regulatory Compliance Checklist
The following checklist supports security teams in documenting DPDS deployment against applicable regulatory frameworks.
GDPR (Regulation 2016/679)
· DPDS Provenance Signal Database stores only domain-level metadata — no personal data as defined by Article 4(1)
· DNS query aggregation uses domain-level hashing with rotating daily salts (data minimization, Art. 5(1)(c))
· No user browsing history or query source IPs retained beyond session scope
· Data processing documented in Records of Processing Activities (ROPA) as security infrastructure processing
· DPDS processing assessed in DPIA as presenting no high risk to data subject rights
NIS2 Directive (2022/2555/EU)
· DPDS documented as an "appropriate technical measure" under Article 21
· DPDS detection event logs configured to support 24-hour early warning notification capability
· DPDS detection event logs configured to support 72-hour incident notification documentation
· Management briefed on DPDS architecture and effectiveness metrics (Article 20 accountability)
· Quarterly red-team exercises documented and results reviewed by management
· DPDS included in annual cybersecurity risk management documentation
DORA (Regulation 2022/2554)
· CT log monitoring integrated with ICT anomaly detection pipeline (Chapter II)
· DPDS detection events integrated with SIEM for DORA-compliant audit trail
· DPDS included in ICT risk management framework documentation
· Third-party data sources (Spamhaus, RouteViews, crt.sh) assessed in ICT third-party risk register
· DPDS operational resilience tested in annual DORA resilience testing program
PCI DSS v4.0
· DPDS deployed as anti-phishing mechanism satisfying Requirement 10.4.1.1
· Browser extension deployed via MDM to all endpoints with access to cardholder data environment
· DPDS detection logs retained per Requirement 10.7 log retention policy (minimum 12 months)
· DPDS configuration and effectiveness documented for QSA review
· Annual review of brand hash registry and scoring threshold calibration
Appendix C — Glossary of Terms
	Term
	Definition

	AS / ASN
	Autonomous System / Autonomous System Number. A collection of IP prefixes under the control of a single network operator, identified by a unique ASN assigned by regional internet registries. BGP routing operates between Autonomous Systems.

	BGP
	Border Gateway Protocol. The inter-domain routing protocol of the internet, responsible for exchanging routing information between Autonomous Systems. BGP route announcement age is a core DPDS provenance signal.

	CT Logs
	Certificate Transparency Logs. Publicly accessible, append-only, cryptographically auditable logs of all TLS certificates issued by participating Certificate Authorities, defined by RFC 6962. DPDS uses CT logs to detect recently issued certificates on newly registered domains.

	DPDS
	Deterministic Phishing Detection System. The three-layer defense architecture proposed in this paper, comprising DNS resolver (Layer 1), TLS/certificate (Layer 2), and HTTP/DOM (Layer 3) inspection stages, grounded in unforgeable network provenance signals.

	Fast-Flux DNS
	A technique used by criminal operators to rapidly rotate the IP addresses associated with a domain name through short-TTL DNS records, cycling among a large pool of compromised hosts to defeat IP-based blocking and complicate infrastructure attribution and takedown.

	NRD
	Newly Registered Domain. A domain name registered within a defined recent time window — commonly 1 day, 7 days, or 30 days — used as a primary risk signal in phishing detection, given that over 72% of phishing domains are observed in use within 30 days of registration.

	PhaaS
	Phishing-as-a-Service. A criminal business model in which operators provide hosted phishing infrastructure, pre-built kits, automated credential collection, and customer dashboards to non-technical buyers via subscription, dramatically lowering the barrier to conducting phishing campaigns.

	Provenance Root
	The six structurally unforgeable network-layer signals identified in this paper — domain registration timestamp, BGP route age and AS reputation, CT log history, passive DNS history, registrar abuse rate, and nameserver geolocation — that form the foundation of the DPDS scoring model.

	RDAP
	Registration Data Access Protocol (RFC 9052). The IETF-standardized, structured, JSON-based successor to WHOIS for accessing domain registration data from registrars and regional internet registries, providing machine-parseable registration timestamps, registrar identity, and contact information.

	Visual Perceptual Hash
	A compact numerical fingerprint derived from the visual appearance of a rendered web page, computed using algorithms (such as pHash or dHash) that are sensitive to meaningful visual similarity rather than pixel-level identity. DPDS uses perceptual hashing to detect brand impersonation pages that visually resemble known legitimate brand interfaces.



